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(54) PeeMo-peer computing architecture 

(57) A system and method for providing an open 
network computing platform designed for peer-to-peer 
computing. The peer-to-peer platf onn may provide pro- 
tocols for peer-to-peer services and applications that al- 
low peers to discover each other, communicate with 
each other and cooperate with each other to form peer 
groups. The protocols may include a peer nnembership 
protocol a peer discovery protocol, a peer resolver pro- 
tocol, a peer information protocol, a pipe binding proto- 
col, and a peer endpoint protocol. Services and appli- 
cations that participate in the protocols may be provided 
to deal with higher-level concepts. Advertisements may 
be used to publish peer resources. The peer-to-peer 
platform provides the ability to replicate infonnation to- 
ward end users and may enable peers to find content 
that is closest to them. The peer-to-peer protocols and 
unique peer identifiers may allow peer nodes to move 
to different locations and access services and othercon- 
tent independent of network physical addresses. 
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Description 

BACKGROUND OF THE INVENTION 

5 1 . Field of the Invention 

10001 1 This invention relates to peer-to-peer networking, and more particularly to a peer-to-peer network computing 
platfonm. 

10 2. Description of the Related Art 

r00021 The Intemet has three valuable fundamental assets - information, bandwidth, and computing resources - all 
S wnL Te vaS underutilized, partly due to the traditional client-server computing model. No sjngle search engme 
or Dortal can locate and catalog the ever-increasing amount of Infom^ation on the Web in a hmely way. Moreover a 
ruraluntSZtion is tfansient and not subject to capture by techniques such as Web crawl.ng. For examp^ 
?esearhhasesima,edthat the worid produces two exab^^^ 
oubTshesabouT^^ 

;SrA"t:oL?h S™e?harbeen Installed, the new bandwidth gets little use It eve^one goes to or,e 
Tfor con ent and to another site for auctions. Instead, hot spots just get hotter while cold pipes remain cold. Th^-s 
pStly why most pe^^^^^ still feel the congestion over the Internet while a single ftoer-s bandwidth has increased by a 

iSoVNe:;rerr;^^^^^^^^^^^ 

erful end devices throughout the network. However, computation continues to accumulate around data ^ente^^wh^^^^ 
Ce to IncrLe their workloads at a crippling pace, thus putting immense pressu^ 

rooosT Finar cor^puter users in general Ire accustomed to computer systems that are dete^inistic and synch o^ 
nous n nature and tSink of such a stmcture as the nom,. For example, when a browser issues a URL request for a 
web age the Sut is typically expected to appear shortly afterwards. It is also typicajly expected that everyone 
around the world will be able to retrieve the same page from the same Web server using the same URL. 
Ze? -^etefm peer-to-peer networking or computing (often referred to as P2P) may be applied to a wide range of 
Sogtes that greatly increase the utilization of information, bandwidth, and computing ^r^'^^^'^^' '1 
FTeouentlv these P2P technologies adopt a network-based computing style that neither excludes nor inherent y de- 
S oTcentraL^^^^^^ points. Apart from improving the perf om^ance of infomiation dlscoveiy. content delive-y, 
SnfrrnnS^cessing, such a style also can enhance the overall reliability and fault-tolerance of computing sys- 

ImotI Peer-to-peer (P2P) computing, embodied by applications like Napster, Gnutella, and Freenet has offered a 
S?m7elling a for iStemet users to find and share resources directly with -^'^J'^-^ ^^"^^^^^^ 

nrinn a central authority or server. As much as these diverse applications have broken new ground^ they typ>cally 

-n primarily only on a single platfom,. and are unable to directly share data with other. 

S ' p2;-to-peer systems are built for delivering a single type of se.ice. For -a-ple, Napster p«,vkjes 
muste file sharing Gnutella provides generic file sharing, and AIM provides instant messaging. Given the diveje 
Tarac ^rtstl^^of me^^^^^ and the lack of a common underling P2P infrastructure, each P2P software vendo 
tenSTo creLTetnSmpatible systems - none of them able to interoperate with one another. This means each vendor 
createsirownP2PuLcomLn^,dup,lcatlngeffortsincrea«ngsof^^^ 

all P2P systems. Moreover, for a peer to participate in multiple communities organized by ^^P 'mp^^^^^ 

Uons the peer must support multiple implementations, each for a disUnct P2P system or community, and serve as the 

SrS;p"2Psystemstodayoffertheirfeaturesorse,vicesthrou^ 

ooera ina system using a specific networking protocol. For example, one system might offer a set of APIs, with 
r ystem nSy running only on Windows, over TCP/IP. while another system offers a combination and 0 and Java 
APirrinnirg ra variety of UNIX systems, over TCP/IP but also requiring HTTP. A P2P developer is then forced o 
Choose whS set of APte to prograrn to, and consequently, which set of P2P customers to target. Because there is 
nSle hope t at thi L systems v3ll interoperate. if the developer wants to offer the same service to both communihes^ 
;hr^.ave to ievelTp the same service twice for two P2P platfomis or develop a bridge system between them. Both 
aoDroaches are inefficient and impractical considering the dozens of P2P platfomis in existence. 
SJlT ManTp2Psystems. 
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as their target deployment platform. The cited reason for this choice is to target the largest installed base and the 
fastest path to profit. The inevitable result is that many dependencies on platform-specific features are designed into 
(or Just creep into) the system. This is often not the consequence of technical desire but of engineering reality with its 
tight schedules and limited resources. 

5 [001 1] This approach is clearly shortsighted. Even though the earliest demonstration of P2P capabilities are on plat- 
forms in the middle of the computing hardware spectrum, it is very likely that the greatest proliferation of P2P technology 
will occur at the two ends of the spectrum — large systems in the enterprise and consumer-oriented small systems. 
In fact, betting on any particular segment of the hardware or software system is not future proof. 
[001 2] Figures 1 A and 1 B are examples illustrating the peer-to-peer model. Figure 1 A shows two peer devices 1 04A 

10 and 104B that are currently connected. Either of the two peer devices 104 may serve as a client of or a server to the 
other device. Figure 1 B shows several peer devices 1 04 connected over the network 1 06 in a peer group. In the peer 
group, any of the peer devices 1 04 may serve as a client of or a server to any of the other devices. 
[0013] Prior art peer-to-peer systems are generally built for delivering a single type of service, for example a music 
file sharing service, a generic file sharing service, or an instant messaging service. Given the diverse characteristics 

15 of these services and given the lack of a common underlying peer-to-peer infrastructure, each vendor tends to form 
various peer-to-peer "silos". In other words, the prior art peer-to-peer systems typically do not interoperate with each 
other. This means each vendor has to create its own peer-to-peer user community, duplicating efforts in creating prim- 
itives commonly used by peer-to-peer systems such as peer discovery and peer communication. 
[0014] Discovery in a peer-to-peer environment may be based on centralized discovery with a centralized index. 

20 This method is used by such peer-to-peer applications as Napster and AIM, Discovery based on a centralized index 
may be efficient, deterministic, and well suited for a static environment. Such a method of discovery may also provide 
centralized control, provide a central point of failure, and provide easy denial of services. However, such a method of 
discovery may be expensive to scale and may degrade with aging. 

[0015] Discovery In a peer-to-peer environment may also be based on net crawling. This method is used by such 
25 peer-to-peer applications as Gnutella and FreeNet. Discovery based on net crawling may be simple, adaptive, deter- 
ministic, inexpensive to scale, well suited for a dynamic environment, and may be difficult to attack. Such a method of 
discovery may also improve with aging. However, such a method of discovery may provide slower discovery than 
centralized control. 

[0016] In a peer-to-peer environment, assume there is a peer-to-peer community offering a search capability for its 
30 members, where one member can post a query and other members can hear and respond to the query. One member 
is a Napster user and has Implemented a feature so that, whenever a query is received seeking an MPS file, this 
member will look up the Napster directory and then respond to the query with Infonnatton returned by the Napster 
system. Here, a member without any knowledge of Napster may benefit because ariother member implemented a 
bridge to connect their peer-to-peer system to Napster. This type of bridging is very useful, but when the number of 
35 services is large: pair-wise bridging becomes more difficult and undesirable. Thus, it may be desirable to provide a 
platform bridge that may be used to connect various peer-to-peer systems together 

[0017] In another example, one engineering group requires a sizable storage capability, but also with redundancy 
to protect data from sudden loss. A common solution is to purchase a storage system with a large capacity and mirrored 
disks. Another engineering group later decides to purchase the same system. Both groups end up with a lot of extra 

40 capacity, and have to pay higher prices for the mirroring feature. Thus, it may be desirable to provide a mechanism by 
which each group may buy a simple storage system without the mirroring feature, where the disks can then discover 
each other automatically, form a storage peer group, and offer min-oring facilities using their spare capacity. 
[0018] As yet another example, many devices such as ceil phones, pagers, wireless email devices, Personal Digital 
Assistants (PDAs), and Personal Computers (PCs) may carry directory and calendar information. Currently, synchro- 

45 nization among the directory and calendar information on these devices is very tedious. If not impossible. Often, a PC 
becomes the central synchronization point, where every other device has to figure out a way to connect to the PC 
(using serial port, parallel port. IRDA. or other method) and the PC must have the device driver for every device that 
wishes to connect. Thus, it may be desirable to provide a mechanism by which these devices may interact with each 
other, without extra networking interfaces except those needed by the devices themselves, utilizing a common layer 

50 of communication and data exchange. 

SUMMARY OF THE INVENTION 
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[0019] The accompanying claims relate to various aspects of the present Invention. 

[0020] Embodiments of a peer-to-peer platform for peer-to-peer computing on a network are described. In one em- 
bodiment, the peer-to-peer platform architecture may include, but Is not limited to, protocols, advertisements, and core 
services. The peer-to-peer platform may include one or more protocols. To underpin this set of protocols, the peer-to- 
peer platform may define a number of concepts including peers, peer groups, advertisements, services, content, mes- 
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saaes pipes and pipe endpoints. Using the peer-to-peer platform protocols, peers may discover each other, ^n^^mo- 
niTe wTLch ^e^^ and cooperate with each other to form peer groups. In one embodiment, peer groups .mp c-tty 
dSrle^n scope that may Lt peer propagation requests. Conceptually, a peer group may be v.ewed as a virtual 

Sn^e^l "^^^^^ a decentralized environment that minimizes single points o. 

Ire and not dependent on any centralized services. Each protocol may be adopted mto Pe^^^^-P^J^J^^^^^^^^ 
and iS^tions The peer-to-peer platform may be used to build a wide range of distributed serv^es and aPP^cat.o"s 
fn lwrS ^enevice is addressable as a peer, and where peers can bridge from one domain into another. The peer- 
TX^ZoT:T, ZZ^^^^^^ computing software that is flexible, interoperable, and -ailat^e on any peer 
on the ne^ork The peer to-peer platform may also support interoperable services and content on *e nternet^The 
TeeTs in all group may cooperate to provide a common set of services. Bot^ 
mTbede'v3ontopofthe%er-to-peerplatfom,.lntheen^^ 

Sfsvstem nrandTd" ^Sew networking environment or to a new class of devices, as long as there is a correct 
t^nsrorp otoco, handler for the new networking protocol. Thus, the peer-to-peer Pf"?- P^Jl^^^^^^^ 
D^tocoMndeoendent The protocols may be realized over networks including, but not limited to, the Internet, a corporate 
fnTrS rinamic proximSy network, a home networking environment, LANs, and WANs. The protocols may also be 

ofpterTXeions including peers implemented on, but not limited to. ^^P'^Jj^^^^^^J^^^^ ^ " ! 
pagers, laptop and notebook computers, smart appliances, personal computers, workstations, complex, highly avail 
able servers mainframe computers and even supercomputers. 
« ^23^'" °""^^''°*^^ peer-to-peer platfomi may run on any of various operating syste-s 

h«Sd ooeratino svstems (with the appropriate level of Java runtime support, .f required) such as W ndows95 93, 
SrSlE and n't S^s UnL, Macintosh Linux. Java2 Platform, Micro Edition (J2ME) and PersonalJava Techno^ 
S^The pe^KO-pee^^^ may be implemented in any of a variety of development environments "s^ng any of a 

S of programming languages' or combinations of programming languages, including, but not limrted to, Java, 

" Ziri^:';:.::^^^^ several layers. In one embodiment, the layers -y -ude a co^^^^ 

aJer a sendee layer and an application layer. In one embodiment, the peer-to-peer platfom. may include a core layer 
Satd^ineSrcapsulates minimal pri^ 

Tpeerpir groups peer discovery, peer communication, peer monitoring, and associated securrty pnmitives. This 
as lower mav be shared bv all peer-to-peer devtees so that interoperability becomes possible. 

00257 T^e foXVr IvWes core support for peer-to-peer services and applications. In a multi-platform, secure 
Son ^onS the Jore mechanisms of peer groups, peer pipes and peer monitoring may be P-v^ded 
aro^ofmav estabTsh a set of peers and naming within a peer group with mechanisms to create policies for creation 

and discovery of other peer groups and peer nodes, communication, secunty, 

ra02S"Ttfe?ghest abstraction level, the peer-to-peer platfom. may be viewed as a set of protocols provided at 
Ke core lalrThe peer-to-peer platfom, protocols may be used to provide and support ad hoc. P^^v^^'^^ ^nd mulj- 
hop pee Xeer (P2P) nelrk computing. Using the protocols, peers can cooperate to fomn ^'^'^'^^^^^'^J'^^'. 
SoXured peer groups independently of their positions in the network (e.g. edges. °^ 
a ce t?aSed S infrastructure. The peer-to-peer platfom, protocols may have very low overhead make few 
aiumSons Zut the underlying network transport and limited requirements of the peer environment, and rnay be 
reSToSoyawtlevaJie^ 

m fne emboSe^ the oeer-to-peer platfom, may include core protocols including, but not limited to, a peer mem- 
beXpttocoTapeerdiscoveryprotocoUpeerresoW^^ 

anfa pe^endpoint protocol. In one embodiment, peeis are not required to Implement all the core protocols. Further- 
more some oeers may only use a portion (client-side or server-side only) of a protocol. 

^^ l^r-^oUr platfom, protocols may be implemented using a common messaging layer. This messaging 
Kinds me protocols to various network transports Each protocol may be defined by one or '-o^e messages ex- 
EqTd among participants of the protocol. Each message may l,ave a predefined fom,at, and may include various 
data feSdSTn one en^bodiment. the peer-to-peer platfom, may use XML as the encoding fom,at. XML may Prov^^^^ 
Snven ence in paising and extensibility. Other embodiments of the peer-to-peer platfom, rnay "^e o^hj en^^^^^^^^^ 
^r^at^^Se use of XMLdoes not imply that all peer-to-peerplatfomi peer nodes must be able to parse andto create 
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[0028] The peer-to-peer platform may further include a peer-to-peer services layer. This layer may provide capabil- 
ities that may not be absolutely necessary for a peer-to-peer network to operate but that may be desirable to provided 
added functionality beyond the core layer in the peer-to-peer environment. The service layer may deal with higher- 
level concepts such as search and indexing, directory, storage systems, file sharing, distributed file systems, resource 
aggregation and renting, protocol translation, authentication and PKI (public key infrastructure) systems. These serv- 
ices, which may make use of the protocols and building blocks provided by the core layer, may be useful by themselves 
but also may be included as components in an overall P2P system. Thus, services may include one or more services 
provided by the peer-to-peer platform. These platfomi-provided services may include indexing, searching and file shar- 
ing services, for example. The services layer may provide hooks for supporting generic services (such as searching, 
sharing and added security) that may be used in many P2P applications. Thus, services may also include one or more 
services not provided as part of the peer-to-peer platfomi but rather provided by the peer-to-peer platfonm community. 
[0029] The peer-to-peer platform may also include a peer-to-peer application layer. The application layer may support 
the implementation of integrated applications such as file sharing, resource sharing, monetary systems, distributed 
storage, peer-to-peer instant messaging, entertainment, content management and delivery, peer-to-peer email sys- 
tems, distributed auction systems, among others. Applications may be "vertical" or they may be developed to interop- 
erate with other distributed applications. One or more applications may be provided as part of the peer-to-peer platform. 
Applications may also include user-defined community applications not provided by the peer-to-peer platform. Appli- 
cations may be built using peer services as well as the core layer. The peer-to-peer platform may support the funda- 
mental levels broadly and rely on the P2P development community to provide additional peerservices and applications. 
[0030] In one embodiment, the peer-to-peer protocols may use advertisements to describe and publish the existence 
of peer resources. An advertisement may be defined as a structured, language neutral metadata structure that names, 
describes, and publishes the existence of a peer-to-peer platform resource, such as a peer a peer group, a pipe, or 
a service. In one embodiment, advertisements may be used in the peer-to-peer platfonn as language-neutral metadata 
structures. The peer-to-peer platfonn preferably includes advertisement documents to represent all of the peer-to-peer 
platform resources managed by the core platform, such as peers, peer groups, pipes and services. The peer-to-peer 
platform may define core advertisement types including, but not limited to, one or more of peer advertisements, peer 
group advertisements, pipe advertisements, service advertisements, content advertisements, and endpoint advertise- 
ments. In one embodiment, an advertisement is a markup language structured document that names, describes, and 
publishes the existence of a peer-to-peer platform resource. In one embodiment, peer-to-peer platform advertisements 
may be represented in the Extensible Markup Language (XML). 

[0031 ] A typical peer-to-peer platform network may provide an inherently nondetenninistic topology/response struc- 
ture. In a peer-to-peer platfonn network, a specific resource request may not return for minutes, hours, or even days; 
in fact, it may never return at all. In addition, people from different parts of the world requesting the same resource are 
likely to get different copies of the resource from completely different locations. Peers may obtain content from multiple 
servers, ideally reaching a nearby one that is up and running. The original source peer need not service every resource 
request; in fact, it does not even have to be up and running. 

[0032] The peer-to-peer platform provides the ability to replicate information toward end users. Popular content tends 
to be replicated more often, making it easier to find as more copies are available. Peers do not have to always go back 
to the same peer to obtain the infomnation they want, as is typical in the client/server model. Peers may obtain infor- 
mation from neighboring peers that have already cached the information. Each peer may become a provider to all 
other peers. 

[0033] In one embodiment the peer-to-peer platform may enable peers to find content that is closest (local) to their 
network location. This content may include data (e.g. files) or even services and applications. For example, if a peer 
node in an office peer-to-peer network using the peer-to-peer platform is moved, the peer-to-peer platform may allow 
the peer to automatically locate content including services hosted by other peers closest to the peer's new location, 
without requiring any manual reconfiguration. Further, at least some content may be copied or moved to the peer in 
its new location and/or to other peers local to the new location, 

[0034] In one embodiment, the peer-to-peer platform may support and/or provide sophisticated naming and binding 
services. In one embodiment, the peer-to-peer platform may use a universal unique identifier (UUID) to refer to an 
entity (e.g. a peer peer group, pipe, content, etc.). In one embodiment, the UUIDs may be used in providing flexible 
configuration and seamless relocation of peer nodes on a peer-to-peer network, and may assist in locating and ac- 
cessing content including services nearest to a peer node when the peer node is moved. The peer-to-peer protocols 
and UUIDs may provide the ability for peer nodes to move to different peer groups and/or peer regions and access 
services and other content independent of network physical addresses and without requiring reconfiguration of the 
peer node. Peer nodes may be relocated and access services and other content that are locally hosted or services 
and other content hosted in their original peer group if the services and other content are not required to be locally 
hosted. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[003S] Particular embodiments of the invention are described hereinafter with reference to the accompanying draw- 
ings in which like reference signs refer to like elements: 

Fiaure 1 A illustrates a prior art example of two devices that are currently connected as peers; 

F gu e B illus rates a prior art example of several peer devices connected over the network .n a peer group; 

Figure 2 ilSates one embodiment of peer-to-peer platfom, software architecture at the conceptual level; 

Figure 3 illustrates an exemplary content identifier according to one embodiment; 

Fiqure 4 illustrates a point-to-point pipe connection between peers according to one embodiment; 

Figure 5 illustrates a peer-to-peer platform message format according to one embodiment; 

Figure 6 illustrates the content of a peer advertisement according to one embodiment; 

Figure 7 illustrates the content of a peer group advertisement according to one embodiment 

Figure 8 illustrates the content of a pipe advertisement according to one embodiment; 

Fiqure 9 illustrates the content of a sen/ice advertisement according to one embodiment; 

Figure 10 illustrates the content of a content advertisement according to one embedment; 

Fiaure 11 illustrates the content of an endpoint advertisement according to one embodimerrt; 

Figure 12 illustrates protocols and bindings in a peer-to-peer platfomi according to one embod^nent; 

Figure 13 illustrates discovery through a rendezvous proxy according to one embodiment; 

Figure 1 4 illustrates discovery through propagate proxies according to one embodiment; 

Fiaure 1 5 illustrates using messages to discover advertisements according to one embodiment; 

Figure ! 6 SSales one embodiment of using peer resolver protocol messages between a requesting peer and a 

S^oItL'^^U one embod^nent of using peerinfom^ationprotocolmessages between 
FiglTeT^ZtrJ^s several co,^ components and how they interact for discovery and routing according to one 
Sre '^'a'iustrates one embodiment of message routing In a peer-to-peer network that uses the peer-to-peer 

^^20 illustrates traversing a firewall in a virtual private network when access is initiated from outside only 

according to one embodiment; u«^ir««nt. 

Figure 21 illustrates email exchange through an email gateway according to one e'^'bod ment 

Fiqure 22 illustrates traversing a firewall when access is initiated from the ins.de according to one embodiment 

Rgure 23 illustrates embodiments of a peer-to-peer platfom, proxy service, and shows vanous aspects of the 

S'gTe 24 IstTs'^ mSof using a proxy se.ice for peer group registration according to one embodiment; 

Fiaure 25 illustrates peer group registration across a firewall according to one embodiment; 

Figure 26 "Spates a method of providing peer group membership through a proxy semce according to one 

fSST/A and 27B illustrate a method of providing privacy in the peer-to-peer platfom, according to one em- 

RgSsA and 288 illustrate one embodiment of a method for using a peer-to-peer platfom, proxy service as a 

FSrr29^raToi;^hartillustratingapeeraccessingcontemfromdifferent^^^^^^ 

F^ire 30 is a flowchart illustrating a peer accessing content from different locations according to one embodiment. 

[0036] While the invention fe described herein by way of example for several embodiments and "'"^'^J^ 
hose skilled in the art will recognize that the invention is not limited to the embodiments or drawings descnbed. U 

0 shou'<^ brunierstood. that the drawings and detailed description thereto are not intended '-J '^7;;2°:res 
particular form disclosed, but on the contrary, the intention is to cover all modifK^at.ons, equnralents and alternatives 
faCg^Sthinle Lope of the present invention. The headings used herein are for organizatonal Purposes only and 
are normeanuo be used to limit the scope of the description or the claims. As used throughout this aPP'«at'°". *>^e 
l,d "mTis used in a pem,issive sense (i.e., meaning having the potential to), rather than t^e -andato^ sense (,. 

» e meaning must). Similarty, the words "include", "including", and "includes" mean including, but not limrted to. 
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DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION 

[0037] Embodiments of an open network computing platfomi designed for peer-to-peer computing are described. 
The network computing platform may be referred to as a peer-to-peer platform. The peer-to-peer platform may be used 

5 to build a wide range of distributed services and applications in which every device is addressable as a peer, and where 
peers can bridge from one domain into another. The peer-to-peer platfomi may enable developers to focus on their 
own application development while easily creating distributed computing software that is flexible, interoperable, and 
available on any peer on the expanded Web. The peer-to-peer platform may enable software developers to deploy 
interoperable services and content, further spring-boarding the peer-to-peer revolution on the Internet. The peer-to- 

10 peer platform addresses the problems of prior art peer-to-peer systems by providing a generic and service- agnostic 
peer-to-peer platform that may be preferably defined by a small number of protocols. Each protocol is preferably easy 
to implement and easy to be adopted into peer-to-peer services and applications. Thus, service offerings from one 
vendor may be used, perhaps transparently, by the user community of another vendor's system. 
[0038] The peer-to-peer platform extends P2P computing to enable a wide range of distributed computing appllca- 

15 tions and overcome the limitations typically found in prior art P2P applications. The peer-to-peer platform is a networi< 
computing technology that provides a set of simple, small, and flexible mechanisms that can support P2P computing 
on any platform, anywhere, and at any time. The peer-to-peer piatform generalizes P2P functionality and provides core 
technology that addresses the limitations of prior art P2P computing technologies. 

[0039] The peer-to-peer platform is a modular platform that provides simple and essential building blocks for devel- 
20 oping a wide range of distributed services and applications. The peer-to-peer platform specifies a set of protocols rather 
than an API. Thus, the peer-to-peer platform can be implemented in any language on any Operating System to provide 
solutions ranging from providing a simple protocol-based wrapper that enables a small device to join a network of peers 
to developing a fully integrated application that supports metering, monitoring, high-level security and communication 
across server-class systems. 

25 [0040] In one embodiment, the peer-to-peer platfomi architecture may include, but Is not limited to, protocols, ad- 
vertisements, and core services. Network protocol bindings may be used to preferably ensure interoperability with 
existing content transfer protocols, network transports, routers, and firewalls. The peer-to-peer platfomn may be used 
to combine network nodes (peers) into a simple and coherent peer-to-peer network computing platfomri. The platfomi 
is preferably directed at providing several benefits including, but not limited to, no single point of failure, asynchronous 

30 messaging, the ability for peers to adapt to their network environment, and moving content towards its consumers. 
[0041] Figure 2 illustrates one embodiment of peer-to-peer platform software architecture at the conceptual level. 
The peer-to-peer platform may include several layers. In one embodiment, the software stack may be described using 
three layers; a peer-to-peer platfomn (core) layer 1 20, a service layer 1 40 and an application layer 1 50. In one embod- 
iment, the peer-to-peer platfomi may include a core layer 120 that defines and encapsulates minimal primitives that 

35 are common to peer-to-peer networking, including, but not limited to, peers 1 1 0, peer groups 1 22, peer discovery 1 24, 
peer communication (e.g. pipes) 126, peer monitoring 128, and associated security primitives 130. This layer may be 
shared by ail peer-to-peer devices so that interoperability becomes possible. 

[0042] A peer may be defined as any entity that runs some or ail of one or more protocols provided by the peer-to- 
peer platfomi core layer. As such, a peer may manifest in the form of a processor, a process or a device. A peer may 
40 be anything with a digital heartbeat that supports the peer-to-peer platform core, including sensors, servers, PCs, 
computers up to and including supercomputers, PDAs, manufacturing and medical equipment, phones and cellular 
phones. In order to interact with other peers (e.g. to form or join peer groups), the peer needs to be connected to some 
kind of network (wired or wireless), such as IP, Bluetooth, or Havl, among others. 

[0043] The peer-to-peer platfomi may provide mechanisms through which peers may discover each other, commu- 
45 nicate with each other, and cooperate with each other to form peer groups. Peers may discover each other on the 
network to form transient or persistent relationships called peer groups. A peer group is .a collection of peers connected 
by a network that share a common set of interests and that have agreed upon a common set of rules to publish, share 
and access any computer content (code, data, applications, or other collections of computer representable resources), 
and communicate among themselves. Peer groups may also be statically predefined. The peers in a peer group may 
50 cooperate to provide a common set of services. A peer group may be viewed as an abstract region of the network, 
and may act as a virtual subnet. The concept of a region virtualizes the notion of routers and firewalls, subdividing the 
network in a self-organizing fashion without respect to actual physical network boundaries. In one embodiment, peer 
groups implicitly define a region scope that may limit peer propagation requests. Conceptually, a peer group may be 
viewed as a virtual entity that speaks the set of peer group protocols. 
55 [0044] A peer group may theoretteally be as large as the entire connected universe. Naming anything uniquely is a 
challenge in such a large namespace. In one embodiment, the peer-to-peer platfonn may support and/or provide so- 
phisticated naming and binding services. In one embodiment, the peer-to-peer platform may use a universal unique 
identifier (UUID), for example, a 64- or 128-bit datum, to refer to an entity (e.g. a peer, peer group, pipe, content, etc.). 
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For example, UU IDs may be embedded in advertisements for internal use. UUIDs preferably may be used to guarantee 
that each entity has a unique UUID within a local runtime environment and serves as a canonical way of referring to 
an entity but because a global state is not assumed, it may not be possible to provide a guarantee of uniqueness 
across an entire community that may consist of millions of peers. This may not be a problem because a UUID may be 
used within the peer-to-peer platform as an internal identifier. This may become significant only after the UUID is 
securely bound to other information such as a name and a network address. In one embodiment, Uniform Resource 
Name (URN) fomnat may be used for the expression of UUIDs. 

[0045] The core layer 1 20 provides core support for peer-to-peer sen/ices and applications. In a multi-platform secure 
execution environment, the core mechanisms of peer groups, peer pipes and peer monitoring may be provided. Peer 
groups 1 22 may establish a set of peers and naming within a peer group with mechanisms to create policies for creation 
and deletion, membership, advertising and discovery of other peer groups and peer nodes, communication, secunty, 
and content sharing. Pipes provide virtual communication channels among peers. Messages sent in pipes may support 
transfer of data, content, and code in a protocol-independent manner, allowing a range of security, integrity, and privacy 
options. In one embodiment, messages maybe structured with a markup language such as XML. Peer monitoring 128 
enables control of the behavior and activity of peers in a peer group and can be used to implement peer management 
functions including access control, priority setting, traffic metering, and bandwidth balancing. 
[00461 The core layer 120 may include protocols and building blocks to enable key mechanisms for peer to peer 
networking, including discovery, transport (including firewall handling and limited security), and the creation of peers 
and peer groups The core layer 120 is preferably thin and small, and preferably provides interesting and powerful 
primitives for use by services and applications in the other layers. The core layer 120 may support choices such as 
anonymous vs registered users and encrypted vs. clear text content without imposing specific policies on developers. 
Policy choices may be made, or when necessary, implemented, at the service layer 140 and/or application layer 1 50. 
For example, administration services such as accepting or rejecting a peer's membership in a peer group may be 
implemented using the functionality provided by the core layer 120. 

[0047] The core components of the peer-to-peer protocol may be used to implement discovery mechanisms for • 
searching publishing and recovering of core abstractions (e.g. peers, peer group, pipes, endpoints, and advertise- 
ments). These mechanisms are preferably simple, administration free, and do not require special peers to act as "mas- 
ter" peers. These mechanisms may allow processes in the peer-to-peer network, in absence of help from other appli- 
cations and/or services, to bootstrap and find out the infomnation necessary to access applications and services that 
can help Also, the core may "return" to this standalone behavior and still function if helper applications or services fail. 
In one embodiment, safety mechanisms may be put in place In order to avoid a major overflow of "web-crawling". In 
one embodiment, applications and/or services that support the peer-to-peer protocol may access, control, and/or over- 
ride the core components, even to the extreme of implementing a centralized, client-server model based on the core 

components. ^ , vi ^ * 

[0048] At the highest abstraction level, the peer-to-peer platform may be viewed as a set of protocols provided at 
the core layer 120. In one embodiment, a common thread among peer-to-peer platform peers is protocols, not APIs 
or software implementations. The peer-to-peer platfonm protocols preferably guarantee interoperability between com- 
pliant software components executing on potentially heterogeneous peer runtimes. Thus the peer-to-peer platform is 
preferably agnostic to programming languages. The temn compliant may refer to a single protocol only. That is some 
peers may not implement all the core protocols. Furthemnore, some peers may only use a portion (client-side or server- 
side only) of a protocol. , c ^ 
[0049] Each protocol may be defined by one or more messages exchanged among participants of the protocol. Each 
message may have a predefined format, and may include various data fields. In one embodiment the protocols may 
utilize messaging such as XML messages. The peer-to-peer platform connects peer nodes with each other. The peer- 
to-peer platform is preferably platfomn-independent by virtue of being a set of protocols. As such, the peer-to-peer 
platform may not require APIs and remains independent of programming languages, so that it can be implemented in 
C/C++. Java. Java 2ME. Perl. Python or other languages. This means heterogeneous devices with completely different 
software stacks can preferably interoperate through the peer-to-peer platform protocols. To underpin this set of proto- 
cols, the peer-to-peer platform may define a number of concepts including peer, peer group, advertisement, message, 
pipe, and more. 

[0050] In one embodiment, peer-to-peer protocols may be embodied as markup language (e.g. XML) messages that 
may be sent between two peers. In one embodiment, the peer-to-peer platfomn messages may define the protocols 
used to discover and connect peers and peer groups, and to access resources offered by peers and peer groups, 
among others. The use of markup language (e.g. XML) messages to define protocols may allow many different kinds 
of peers to participate in a protocol. Each peer may be free to implement the protocol in a manner best suited to its 
abilities and role. For example, not all peers are capable of supporting a Java mntime environment. In one embodiment, 
the protocol definition does not require nor imply the use of Java on a peer. 

[0051] Several peer-to-peer platfomn protocols that may be provided by embodiments of the peer-to-peer platform 
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are described later in this document. The protocols defined In this document may be realized over networks including, 
but not limited to, the Internet, a corporate intranet, a dynamic proximity network, a home networking environment, 
LANs, and WANs. The protocols defined in this document may also be realized within a single computer. Thus, the 
peer-to-peer platform is preferably transport protocol independent. The size and complexity of the network peers that 
may support these protocols preferably includes a wide range of peer implementations including peers implemented 
on, but not limited to. simple light switches, PDAs, cell phones, pagers, laptop and notebook computers, smart appli- 
ances, personal computers, workstations, complex, highly-available servers, mainframe computers and even super- 
computers. 

[0052] The peer-to-peer platform may further include a peer-to-peer services layer 140. This layer may provide ca- 
pabilities that may not be absolutely necessary for a peer-to-peer network to operate but that may be desirable to 
provided added functionality beyond the core layer 120 in the peer-to-peer environment. The service layer 140 may 
deal with higher-level concepts such as search and indexing, directory, storage systems, file sharing, distributed file 
systems, resource aggregation and renting, protocol translation, authentication and PKI (public key Infrastnjcture) 
systems. These services, which may make use of the protocols and building blocks provided by the core layer 120, 
may be useful by themselves but also may be included as components in an overall P2P system. Thus, services may 
include one or more services 144 provided by the peer-to-peer platfonn. These platform-provided services 144 may 
include indexing, searching and file sharing sen/ices, for example. The services layer 1 40 may provide hooks for sup- 
poning generic services (such as searching, sharing and added security) that are used in many P2P applications. 
Thus, services may also include one or more services 142 not provided as part of the peer-to-peer platform but rather 
provided by the peer-to-peer platfomn community. These services 142 may be user-defined and may be provided, for 
example, to member peers in a peer group as a peer group service. 

[0053] Services may expand upon the capabilities of the core layer 120 and may be used to facilitate application 
development. Facilities provided as services in the sen/ice layer 140 may include mechanisms for search and indexing, 
directory, storage systems, file sharing, distributed file systems, resource aggregation and renting, protocol translation, 
authentication, PKI services, and caching code and content to enable cross-appflcation bridging and translation of files, 
among others. Searching capabilities may include distributed, parallel searches across peer groups that are facilitated 
by matching an XML representation of a query to be processed with representations of the responses that can be 
provided by each peer. These facilities may be used for simple searches, for example searching a peer's repository, 
or more complex searches of dynamically generated content that is unreachable by conventional search engines. P2P 
searches may be conducted across a company's intranet, for example, to quickly locate relevant information within a 
secure environment. By exercising tight control over peer group membership and enabling encrypted communication 
between peers, a company may extend this capability to its extranet, including business partners, consultants, and 
suppliers as peers. The same mechanisms that facilitate searches across the peer group may be used as a bridge to 
incorporate Internet search results, and to include data outside of the peer's own repository, for example searching a 
peer's disk. The peer services layer 140 may be used to support other custom, application-specific functions. For 
example, a secure peer messaging system may be built to allow anonymous authorship and a persistent message 
store. The peer services layer 140 provides the mechanisms to create such secure tools; the application developers 
themselves may determine specific tool policies. 

[0054] The peer-to-peer platform may also include a peer-to-peer application layer 150. The application layer 140 
may support the implementation of integrated applications such as file sharing, resource sharing, monetary systems, 
distributed storage, peer-to-peer instant messaging, entertainment, content management and delivery, peer-to-peer 
email systems, distributed auction systems, among others. Applications may be "vertical" or they may be developed 
to interoperate with other distributed applications. One or more applications 154 may be provided as part of the peer- 
to-peer platform. For example, one embodiment of the peer-to-peer platform may Include a shell application 1 60 as a 
development environment built on top of the platform. The shell application may provide interactive access to the peer- 
to-peer platform via a simpie command line interface 162. 

[0055] Applications may also include community applications 1 52 not provided by the peer-to-peer platform. These 
community applications 1 52 may be user-defined and may be provided, for example, to member peers in a peer group 
as a peer group application. 

[0056] In one embodiment, the boundary between services and applications is not rigid. An application to one cus- 
tomer can be viewed as a service to another customer. An application may use services. Services may serve as 
protocols that may be shared among various applications. An application may provide a user interface, a way to define 
a set of files to share, a way to initiate a search, a way to display the results, and a way to initiate a file transfer, for 
example. Such an application may make use of a set of services, for example a reliable point-to-point file transfer 
service, a distributed search service, and a discovery service to locate other peers, among others. 
[0057] Applications may be built using peer services as well as the core layer 120. The peer-to-peer platform may 
support the fundamental levels broadly, and rely on the P2P development community to provide additional peer services 
and applications. Peer applications enabled by both the core layer 120 and peer services layer 1 40 may include P2P 
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auctions that link buyers and sellers directly, with buyers able to program their bidding strategies using a simple scnpting 
language, for example. Resource-sharing applications, such as SETI@home. may be built more quickly and easily, 
with heterogeneous, worldwide peer groups supported from day one. Instant messaging, mail, and calendaring services 
may facilitate communication and collaboration within peer groups that are secure and independent of service provider- 
hosted facilities. Virtually any other type of application may be ouild on top of the core layer 1 20 and services layer 1 40. 
[0058] Some features, such as security, may manifest in all three layers and throughout a P2P system, albeit in 
different forms according to the location in the software architecture. The system is preferably modular, and allows 
developers to pick and choose a collection of sen/ices and applications that suits their needs. 
[0059] A typical peer-to-peer platform network may provide an inherently nondeterministic topology/response struc- 
ture. In a peer-to-peer platform network, a specific resource request may not return for minutes, hours, or even days; 
in fact, it may never return at all. In addition, people from different parts of the world requesting the same resource are 
likely to get different copies of the resource from completely different locations. Peers may obtain content from multiple 
servers, ideally reaching a nearby one that is up and running. The original source peer need not service everv resource 
request- in fact, it does not even have to be up and running. The nondeterministic structure may also help provide the 
optimized use of network bandwidth. The concentrated localized traffic congestion typical of today's Web doesnt affect 
P2P networking. The nondeterministic structure may also help provide a lowered cost of content distribution. The P2P 
network can absorb contents and replicate it for easy access. The nondeterministic structure may also help provide 
leveraged computing power from every node in the network. With asynchronous operations, a user may issue many 
requests for many resources or services simultaneously and have the network do the work. The nondetemninistic 
structure may also help provide unlimited scalability. A properly designed P2P application may span the entire known 
connected universe without hitting scalability limits; this is typically not possible with centralized schemes. Note, how- 
ever, that the peer-to-peer olatform also may support deterministic, synchronous applications. 
[0060] As an example of a nondeterministic, asynchronous application, consider a network-based music request 
service that operates over a peer-to-peer platfonn-based P2P network. A peer submits multiple requests for music 
files and then checks back later to see if the music request service in the peer group has found them. A few requested 
files have been found, but others cannot be located. The sen/ice's response in regards to the files that cannot be 
located may be something like "Music selection and availability changes continuously; please retry your request later." 
This is an acceptable nondeterministic outcome. Even though the service couldn't find a file, the same file may be 
available later if the same request is resubmitted, because peers that host the desired files may have come online in 
30 the meantime. 

[0061 ] The peer-to-peer platform provides the ability to replicate information toward end users. Popular content tends 
to be replicated more often, making it easier to find as more copies are available. Peers do not have to always go back 
to the same peer to obtain the information they want, as is typical in the client/server model. Peers may obtain infor- 
mation from neighboring peers that have already cached the information. Each peer may become a provider to all 

35 Other peers. ♦u -ru 

[0062] In one embodiment the peer-to-peer platfomn may enable peers to find content that is closest to them. This 
content may include data (e.g. files) or even services and applications. For example, if a peer node in an office peer- 
to-peer network using the peer-to-peer platform is moved, the peer-to-peer platfomi may allow the peerto automatically 
locate content (e.g. using a discovery service that participates in the discovery protocol) including services (e.g. a 

40 printer service and an email servfce) hosted by other peers closest to the peer's new location, without requiring any 
manual reconfiguration. Further, at least some content may be copied or moved to the peer in its new location and/or 
to other peers proximate to the new location. 

[0063] Figure 29 is a flowchart illustrating a peer accessing content from different locations according to one em- 
bodiment. A peer that participates in the peer-to-peer platfomn may couple to a network at a network location through 

45 a network interface as indicated at 400. On the network, a plurality of peers may include an instance of a content that 
the peer may require. The peer may access instances of the content local to the network location of the peer on the 
network as indicated at 402. Localness may be detemnined, in one embodiment, by the number of jumps on the network 
required to access the content. In one embodiment, member peers in a peer group that the peer is a member of may 
be "nearest" peers. The peer may use a discovery method as described herein to discover the instances of the content 

50 local to the peer. As indicated at 404, the peer may uncouple from the network at the network location and move to a 
different network location and recouple to the network. The different network location may be at a different physical 
location or alternatively a different address at the same physical location. The peer may then discover and access a 
different instance of the content provided by a different peer (or the same peer) local to the different network location 
as indicated at 406. 

55 [0064] In one embodiment, the UUIDs may be used in providing flexible configuration and seamless relocation of 
peer nodes on a peer-to-peer network, and may assist in locating and accessing content including services nearest to 
a peer node when the peer node is moved. For example, a businessperson based in New York may participate in a 
peer-to-peer network based on the peer-to-peer protocols using a notebook computer or other portable computing 
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device connected to a LAN as a peer node. The businessperson may access an instance of an email and/or other 
services locally hosted by other peer nodes in a peer group on the LAN. If the businessperson travels to Paris, for 
examfsle, and takes the notebook computer, the notebook computer may be connected to a different LAN at the Paris 
location and participate in the peer-to-peer network. Because the peer node has a unique ID in the peer-to-peer network 

5 (the UUID) rather than just a static network address, the peer node may seamlessly access instances of an email 
service and other services locally hosted on the LAN, or alternatively hosted on a peer node at the peer node's original 
location or elsewhere, using the UUID to establish its identity. The peer node may rejoin the peer group in New York 
to access one or more instances of services and other content hosted on the peer group, and may also join a peer 
group at the Paris location to access one or more other instances of services and content. Thus, the peer-to-peer 

10 protocols and UUlDs may provide the ability for peer nodes to move to different peer groups and/or peer regions and 
access services and other content Independent of network addresses and without requiring reconfiguration of the peer 
node. For example, when the exemplary peer node moves to Paris, connects to the network (at a different network 
address) and accesses an instance of an email service (either locally or remotely hosted, for example in the New York 
peer group), the email service may identify the peer node by its unique ID and route the peer's email to the peer node 

IS at the new network address without requiring reconfiguration of the peer node. Thus, peer nodes may be relocated 
and access services and other content that are locally hosted or services and other content hosted in their original 
peer group if the services and other content are not required to be locally hosted. 

[0065] Figure 30 is a flowchart Illustrating a peer accessing content from different network locations according to one 
embodiment. A peer that participates in the peer-to-peer platfomn may couple to a network at a network location through 

20 a network interface as indicated at 41 0. On the network, a plurality of peers may include an instance of a service that 
the peer may require. The peer may access instances of the sen/ice local to the network location of the peer on the 
network as indicated at 41 2. Localness may be determined, in one embodiment, by the number of jumps on the network 
required to access the content. In one embodiment, member peers in a peer group that the peer is a member of may 
be "local" peers. The peer may use a discovery method as described herein to discover the instances of the service 

25 local to the peer. As indicated at 414, the peer may uncouple from the network at the network location and move to a 
different network location and recouple to the network. The different network location may be at a different physical 
location or alternatively a different address at the same physical location. The peer may then access an instance of 
the service from the new network location as indicated at 41 6. The peer may discover and access a different instance 
of the service provided by a different peer (or the same peer) local to the different network location. Alternatively, the 

30 peer may access the instance of the service local to the old network location, even though the instance of the sen/ice 
is not the most local instance of the service. In one embodiment, the peer may provide a unique identifier to the accessed 
instance of the service to distinguish the peer node from the other peer nodes on the network. The different instance 
of the service may then route information (e.g. messages, email, etc.) to the peer at the different network location. 
Thus, a peer may be moved on a network to different network locations or addresses, and the unique identifier may 

35 be provided to instances of services to seamlessly route information to the peer node. 

[0066] Note that the two methods described in Figures 29 and 30 are merely examples. The methods may be im- 
plemented in software, hardware, or a combination thereof. The order of method may be changed, and various elements 
may be added, reordered, combined, omitted, modified, etc. 

[0067] The peer-to-peer platform preferably provides a decentralized environment that minimizes single points of 
40 failure and is not dependent on any centralized services. Both centralized and decentralized services may be developed 
on top of the peer-to-peer platfonn. With the addition of each new network peer, the network platform preferably be- 
comes more robust as it expands. In the environment, services may be implemented to interoperate with other servrces 
giving rise to new P2P applications. For example, a P2P communications service like instant messaging may easily 
be added to a resource-sharing P2P application if both support at least the necessary peer-to-peer platform protocols. 
[0068] The peer-to-peer platform may provide interoperability. The peer-to-peer platform may be used by developers 
independent cf preferred programming languages, development environments, or deployment platfonns. Embodiments 
of the peer-to-peer platfonn may enable interconnected peers to easily locate each other, communicate with each 
other, participate in community-based activities, and offer services to each other seamlessly across different P2P sys- 
tems and different communities. The peer-to-peer platform may also provide platform independence. Embodiments of 
so the peer-to-peer platform may be independent of programming languages (such as C/C-»-+, Java, Perl, and KVM), 
system platforms (such as the Microsoft Windows, UNIX®, Solaris, Linux and Macintosh platforms), and networking 
platforms (such as TCP/IP, Bluetooth and Havi). Thus, heterogeneous devices with completely different software stacks 
may interoperate through the peer-to-peer platform protocols. Embodiments of the peer-to-peer platform may be im- 
piementable on any device with a digital heartbeat, including, but not limited to, sensors, consumer electronics, Personal 
ss Digital Assistants (PDAs), appliances, network routers, desktop computers, data-center servers, and storage systems. 
Embodiments of the peer-to-peer platform may enable peers, independent of software and hardware platfomn , to benefit 
and profit from being connected to millions of other peers. 

[0069] In one embodiment, the peer-to-peer platform may run on any of various operating systems including em- 
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bedded operating systems (with the appropriate level of Java runtime support, if required) such as Windows95, 98. 
2000 ME and NT. Solaris. Unix. Macintosh. Linux. Java 2 Platfomi. Micro Edition (J2ME) and Personal Java Tech- 
nology The peer-to-peer platform may be implemented in any of a variety of development environments using any of 
a variety of programming languages, or combinations of programming languages, including, but not limited to, Java, 
Java 2ME aC-M- Pert, Python and KVM. In one embodiment, the peer-to-peer platfomi may be implemented in Java. 
In one embodiment, a peer-to-peer platfoim may be implemented in C/C++ on some devices, for example, to support 
devices without Java support. In one embodiment, a peer-to-peer platform may be implemented in KVM on some 
devices for example, so that all KVM capable devices such as PDAs and cell phones can be peer-to-peer platfomn 
peers Programming languages other than those listed may also be used in various embodiments. 
[00701 A minimal device with the ability to generate a text string may theoretically participate in a peer-to-peer platform 
network (though not necessarily in every P2P application). The simplistic device may need a surrogate peer on the 
P2P network This surrogate peer may perfomn discovery, advertisement, and communications on behalf of the sim- 
plistic device (or many simplistic devices). The location of the surrogate may be hard-wired into the simplistic device. 
In this way the simplistic device with the help of the surrogate can be a full-fledged peer on the peer-to-peer platfomn 
network. For example, a GPS locator, strapped to a sea turtle and sending out peer-to-peer platfomi messages wire- 
lessly with location infomiation, may become a peer on a peer-to-peer platform network. 

[00711 The peer-to-peer platform is preferably independent of transport protocols. For example, the peer-to-peer 
platform may be implemented on top of TCP/IP, HTTP, Bluetooth. HomePNA, and other protocols. Thus, a system built 
on top of the peer-to-peer platform preferably functions in the same or similar fashion when the system is expanded 
to a new networking environment or to a new class of devices, as long as there is a correct transport protocol handler 
for the new networking protocol. . 
[0072] In one embodiment, the peer-to-peer platform may use XML as the encoding format. XML may provide con- 
venience in parsing and extensibility. Other embodiments of the peer-to-peer platform may use other encoding forniats. 
The use of XML does not imply that all peer-to-peer platform peer nodes must be able to parse and to create XML 
documents For example, a cell phone with limited resources may be programmed to recognize and to create certain 
canned XML messages and can still participate in a peer-to-peer platfomn networi< of peers. In one embodiment, a 
lightweight XML parser may be used that supports a subset of XML. Tnis may help reduce the size of the peer-to-peer 

[0073r There may be areas in a peer-to-peer environment where there is not one correct way to do something or 
where what should be done depends on the nature and context of the overriding application. For example, in the area 
of security, every P2P application may choose a different authentication scheme, a different way to ensure communi- 
cation security, a different encryption algorithm for data security, a different signature scheme for authentiaty. and a 
different access control policy. Therefore, for these areas, the peer-to-peer platfomi may preferably focus on mecha- 
nisms instead of policy, so that application developers can have the maximum freedom to innovate and offer competitive 
solutions. 

[00741 Implementations of the peer-to-peer platfomi may be illustrated with a few applteation or usage scenanos. 
For example, assume there is a peer-to-peer community offering a search capability for its members, where one mem- 
ber can post a query and other members can hear and respond to the query. One member is a Napster user and has 
implemented a feature so that, whenever a query is received seeking an MP3 file, this member will look up the Napster 
directory and then respond to the query with infomiation returned by the Napster system. Here, a member without any 
knowledge of Napster may ben ef it because another member implemented a bridge to connect their peer-to-peer system 
to Napster. The peer-to-peer platform may provide a platform bridge that may be used to connect the various peer-to- 

peer systems together. ^ j 

[0075] In another example, one engineering group requires a sizable storage capability, but also with redundancy 
to protect data from sudden loss. Using the peer-to-peer platfomi, each group may buy a simple storage system without 
a mirroring feature, where the disks can then discover each other automatically, form a storage peer group, and offer 
mirroring facilities using their spare capacity. i 
[00761 As yet another example, many devices such as cell phones, pagers, wireless email devices, Personal Digital 
Assistants (PDAs), and Personal Computers (PCs) may cariy directory and calendar inforniation. Using the peer-to- 
peer platform these devices may be able to interact with each other, without extra networking interfaces except those 
needed by the devices themselves, using the peer-to-peer platfomi as the common layer of communication and data 
exchange. 

Peers 

[0077] Networit nodes (peers) of various kinds may join the peer-to-peer networking platform by implementing one 
or more of the platform's protocols. Each peer operates independently and asynchronously of any other peer, providing 
a degree of reliability and scalability not typically found in current distributed systems. Some peers may have more 
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dependencies with other peers due to special relationships (e.g. gateways or routers). In one embodiment, a peer does 
not need to understand all of the protocols of the peer-to-peer platform. The peer can still perform at a reduced level 
if it does not support one or more of the protocols. 

[0078] Peers may publish and provide network resources (e.g. CPU, storage and routing resources) that may be 
used by other peers. Peers typically interact with a small number of other peers (network neighbors or buddy peers). 
Peers that provide the same set of services tend to be inter-changeable. Thus, it may not matter which peers a peer 
interacts with. Generally, assumptions should not be made about peer reliability or connectivity, as a peer may appear 
or leave the network at any time. Peers may have persistent storage. A peer may optionally cache information. 
[0079] Peers may have multiple network interfaces, though preferably a peer does not need to publish all of Its 
interfaces for use with the peer-to-peer protocols. Each published interface may be advertised as a peer endpoint. In 
one embodiment a peer endpoint is an identifier (e.g. a URN or URI) that uniquely identifies a peer network interface. 
Peer endpoints may be used by peers to establish direct point-to-point connection between two peers. Peers may not 
have direct point-to-point network connection between themselves, either due to lack of physical network connections, 
or network configuration (NATs, firewalls, proxies, etc.), and thus a peer may have to use one or more intermediary 
peers to route a message from an endpoint to another peer endpoint. 

[0080] The tenri rendezvous peer may be used to designate a peer that is designated to be a rendezvous point for 
discovering infomiation about other peers, peer groups, services and pipes. Rendezvous peers preferably cache in- 
formation that may be useful to peers including new peers. Rendezvous peers may provide an efficient mechanism 
for peers that are far away to find (e.g. discover) each other. Rendezvous peers may make peer discovery more practical 
and efficient. Preferably, a peer group is not required to have a rendezvous peer. In one embodiment, any or even all 
members of a peer group may become rendezvous peers in a peer group. In one embodiment, each peer group may 
have different policies to authorize a peer to become a rendezvous peer. 

[0081 ] The tenm router peer may be used to describe a peer that crosses one or more regions and that is designated 
to be a router between the regions. Router peers may be used to route messages between different network protocols 
(e.g. TCP/IP, Irda) or to peers that are behind firewalls. In one embodiment, any or all peer members may become 
routers. In one embodiment, peer groups may have different policies to authorize a peer to become a router peer for 
other peers. 

[0082] Peers may be identified by their unique ID (UUID) rather than by a fixed address. When a peer boots, it 
attempts to contact other peers. In one embodiment, contacted peers may include variable-sized caches that map 
nearby peers' UUID to their current address. This allows embodiments of the peer-to-peer platform to be run over a 
dialup connection, for example. 

[0083] In one embodiment, a peer may be assigned a unique string as a name. Any naming scheme may be used. 
In one embodiment, names are not unique unless a coordinated naming service is used to guarantee name uniqueness. 
A naming service is typically a centralized service that guarantees the uniqueness of name and can be used to register 
name mapping. Examples of naming services are ONS and LDAP. Use of a naming service is preferably optional. 

Peer Groups 

[0084] Preferably, the peer-to-peer platform describes how to create and discover peer groups, but does not dictate 
when, where, or why to create a peer group, the type of the group, or the membership of the group. A peer group may 
provide a common membership definition. Each peer group may establish its own membership policy in a range from 
open (any peer can join) up to highly secure and protected (a peer may join only if it possesses sufficient credentials). 
[0085] In one embodiment, peers wishing to join a peer group may first locate a current member, and then request 
to join the peer group. The peer-to-peer platform may define how to discover peer groups, e.g. using a peer discovery 
protocol. The application to join may be rejected or accepted by the collective set of current members in accordance 
with the peer group's membership policy. In one embodiment, a peer group core membership service may be used to 
enforce a vote among one or more group members. Alternatively, one or more group representative member peers 
may be elected or appointed to accept or reject new membership applications. 

[0086] In one embodiment, the peer-to-peer platform is not concerned with what sequence of events a peer or a 
peer group comes into existence. Moreover, in one embodiment, the peer-to-peer platform does not limit how many 
groups a peer can belong to. In one embodiment, nested and/or overlapping peer groups may be fonned. In one 
embodiment, there may be a special group, called the World Peer Group, which may include all peer-to-peer platform 
peers. The world peer group preferably provides the minimum seed for every peer to potentially find each other and 
form new groups. In one embodiment, the world peer group has an open membership policy (e.g. has a null membership 
authenticator service). Some peers inside the world peer group may not be able to discover or communicate with each 
other — e.g., they may be separated by a network partition. In one embodiment, participation in the World Peer Group 
is by default. 

[0087] The peer-to-peer platfom may use the concept of a peer group as an implicit scope of all messages originated 
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00881 in one embodiment a scope may be realized with the fomiation of a correspondmg peer group. Peer group 
LounLrs mav define t^e search scope when searching for a group's content. For example, a peer m San Francsco 
ira aid ca^^^^^^^^^^^ not interested in cars available outside of the Bay Area^ In this case^ the pe^r 

I J ip™.=iT. ?pr.l.«.le .ha. . s=™.ilng p.o. is bo.K«pp«. «h so™ «s«*l"« a.d also has .h, 

Tarna'diecunty configurations that dealwith existing networking infrastructure 
rPfluirements Peer groups may provide a scoping mechanism to reduce traffic overload. 

oS Peer groups may provide a secure cooperath/e environment. Peer group boundaries pernirt rnember pee^ 
ricess ani pSh protected contents. Peer groups form virtual secure regions which '«;'^^^^^^^^^^°3 
to access ana P"°"* services may be provided to peers within a secured peer group. Their boundaries 

Tav^^rmaTnot" ;rany uT^^^^^^ boundaries such as those imposed by routers and firewalls. 

^e'conTe t oTaSgtn 2y v^^^^ th Jnotion of routers and firewalls, subdividing the network into secure regions 

in a sslf-oraanizinq fashion without respect to actual physical network boundaries. 

M9lV Peer q oups may also create a monitoring environment. Peer groups may permit peers to monitor a set of 
Leerl for any sS pu^ose (heartbeat, traffic introspection, accountability, etc.). Peer groups may also provide a 
LTolledandseSi^^^^^^^^ 

ro^oT P:Ltrrp?ur;tCer.to-peer platfom, preferably provide several capabilities including, but 
o the abHiW 0 finTnearby pee^. find named peers anywhere on the network, find named peer groups anywhe^ on 
the ne^o^'' oin ^^^^^^^^^ from a peer group, establish pipes between peer g«,up members and f.nd and exchange 



Shared content. 
Content 



Toeer Zp may h^J any ^3 item of content be more available. For example, if an item has two instances residing 
on^oSefeZeerf "fy one of the peers needs to be alive and respond to the content request. In one embodiment 
I.^Lr to oee^ratfo^ protocols do not specify how or when contents are repltoated. In one embodiment, whether 
and'how to^py^n Jem Content may be a policy decision that may be encapsulated in higher-level applications 

SS!?Lllecrn o7cTmputer-ri^^^^ resources). Examples of content include, but are not limited to^ a text We^ 
other collection oi comp j=v loadable library, code or even an executable process 

rc?Xld°S N?s ze^S^ 

™ TrTnstences mav differ in their encoding type. HTML, XML and WML are examples of encoding types. Each 
fnTnce ma^harr^^^^^ identifier a's well as a similar set of elements and attributes, and may even e.s^ 

on *e same peir An encoding metadata element may be used to differentiate instances of content. Making new 
"st^f content^n dlfferen?peers may help any single item of content be more --'^^'^ ^ ^^^^^ ^''JZ 
has two instances residing on two different peers, only one of the peers needs to be alive and respond to the content 

SS\tems of content thatrepresentanetworkservice may be referred to as active content. Theseiterr^may^^^^^ 
SSnal re elements above and beyond the basic elements used for identification and advertisement. In one em- 
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bodiment, active content items nnay be recognized by Multi-Purpose Internet Mail Extensions (MIME) content type and 
subtype, in one embodiment, all peer-to-peer platform active contents may have the same type. In one embodiment, 
the subtype of an active content may be defined by network service providers and may be used to Imply the additional 
core elements belonging to active content documents. In one embodiment, the peer-to-peer platfomi may give latitude 

5 to service providers in this regard, yielding many service Implementation possibilities, 

[0097] In one embodiment, each item of content may have a unique canonical name. Figure 3 illustrates an exemplary 
canonical content name (which may be referred to as a content identifier or content ID) according to one embodiment. 
The unique identifier may include a peer group universal unique identifier (UUID) 170, and also may include another 
name 1 74 that may be computed, parsed, and maintained by peer group members. In one embodiment, the UUID may 

10 be a 128-bit field. In one embodiment, the name may be a byte array. In one embodiment, the particular name imple- 
mentation within a peer group is not mandated by the peer-to-peer platform. The name may be, for example, a hash 
code, a URI, a URN, or a name generated by any suitable means of uniquely identifying content within a peer group. 
In one embodiment, a length of remainder field 1 72 may specify the length of the name field 1 74 for this content in this 
particular implementation. 

15 [0098] In one embodiment, once a content item has been published to the peer-to-peer network, it may not be as- 
sumed that that the content can be later retrieved from the network. The content may be only available from peers that 
are not currently reachable or not currently part of the network, in one embodiment, once a content item has been 
published to the peer-to-peer network, it may noi be assumed that the content can be deleted. Replication/republtcation 
of content by peers on the network may be unrestricted and the content may propagate to peers that are not reachable 

20 from the publishing peer. 

Pipes 

[0099] Pipes may provide the primary channels for communication among peers and are a mechanism for estab- 
25 lishing communication between peers. Pipes may be used as communication channels for sending and receiving mes- 
sages between services or applications over peer endpoints. Pipes may connect peers that have a direct physical link 
and peers that do not have a direct physical link. In the latter case, one or more intermediary peer endpoints may be 
used to route messages between the two pipe endpoints. A pipe instance is, iogicaily speaking, a resource within a 
peer group The actual implementation of a pipe instance is typically through a pipe service. In one embodiment, at 
30 each endpoint, software to send, or receive, as welt as to manage optional associated pipe message queues is as- 
sumed, but not mandated. 

[0100] Pipes in the peer-to-peer platfonm are preferably asynchronous, unidirectional, stateless and unreliable to 
provide the lowest overhead. Pipes are preferably unidirectional, and thus in one embodiment there are input pipes 
and output pipes. Asynchronous pipes may enable developers to build large-scale interconnected distributed services 

35 and applications. Pipes are preferably indiscriminate and may thus support binary code, data strings, Java technology- 
based objects, and/or applets^ among others. The peer-to-peer platform preferably does not define how the internals 
of a pipe work. Any number of unicast and multicast protocols and algorithms, and combinations thereof, may be used, 
in one embodiment, one pipe may be chained together with each section of the chain using a different transport protocol. 
[0101] The pipe endpoints may be referred to as input pipes (receiving end) and output pipes (sending end). Pipes 

40 may provide the illusion of a virtual in and out mailbox that is independent of any single peer location. Services and 
applications may communicate through pipes without knowing on which physical peer a pipe endpoint is bound. When 
a message is sent Into a pipe, the message is sent to all peer endpoints currently connected (listening) to the pipe. 
The set of currently connected pipe endpoints (input pipes) may be obtained using the pipe binding protocol. 
[0102] Unlike conventional mechanisms, peer-to-peer platfomi pipes may have ends that may be moved around and 

45 bound to different peers at different times, or not connected at all. In one embodiment, pipes may be virtual, in that a 
pipe's endpoint may be bound to one or more peer endpoints. In one embodiment pipe endpoints may be non-localized 
to a physical peer, and may be dynamically bound at creation time or runtime via the pipe binding protocol. The pipe 
binding process may include discovering and connecting the two or more endpoints of a pipe 
[0103] Using pipes, developers may build highly available services where pipe connections may be established 

50 independently of a peer location. This dynamic binding of pipes helps to provide redundant implementation of services 
over a P2P network. A peer may logically "pick up" a pipe at any point in time. For example, a peer that wants to use 
a spell checker service man connect to a peer group's spell checker pipe that is implemented as a redundant peer 
group service. The peer may be serviced as long as there is at least one single Instance of a spell checker service still 
running somewhere within the peer group. Thus, using pipes as described herein, a collection of peers together may 

55 provide a high level of fault tolerance, where a new peer at a different location may replace a crashed peer, with the 
new peer taking over the existing pipe to keep the communication going. 

[0104] In one embodiment, enhanced pipes with additional properties such as reliability, security, and quality of serv- 
ice may be supported. In embodiments where the peer-to-peer platform runs on top of transports that have such prop- 
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a credential may be a signature that provides proof of message integrity and/or origin. As another example, a message 
body may be encrypted, with the credential providing further infonnation on how to decrypt the content. In one embod- 
iment, each credential's implementation may be specified as a plug-in configuration, which preferably allows multiple 
authentication configurations to coexist on the same network. 

[0111] When an unreliable networking transport Is used, each message may be delivered more than once to the 
same destination or may not anive at the destination. Two or more messages may arrive in a different order than sent. 
In one embodiment, high-level communication services layered upon the core protocols may perform message re- 
ordering, duplicate message removal, and processing acknowledgement messages that indicate some previously sent 
message actually arrived at a peer. Regardless of transport, messages may be unlcasl (point to point) between two 
peers or may be propagated (like a multicast) to a peer group. Preferably, no multicast support In the underlying transport 
is required. In one embodiment, peers receiving a corrupted or compromised message may discard the message. 
Messages may be corrupted or Intentionally altered in transmission on the network. 

[0112] The peer-to-peer platform preferably does not mandate how messages are propagated. For example, when 
a peer sends out a peer discovery message, the peer discovery protocol preferably does not dictate if the message 
should be confined to the local area network only or if it must be propagated to every corner of the worid. 
[01 1 3] The peer-to-peer platfomn messages 252 are preferably defined with the envelope 250 as illustrated in Figure 
5. In one embodiment, the messages are defined in a markup language. In one embodiment, the markup language is 
XML. The following is an exemplary message in XML: 

<?xml version="1.0" encodiiig='*UTF-«"?> 
<SanipleMessage> 

<SampleMessageVersion> version number "1 .O^^San^leMessageVersion^ 
<SampleMe$sageDesf> destination peer id </SampIeMcssageDcst> 
<Samp!eMessageSrO source peer id </SampleMessageSrc> 
<SampIeMessageDigest> digest </SainpIeMessageDiges{> 
<SampIeMessageTagName> tag </SamplcMcssageTagName> 
<SainpleMessageTagDat2P> body </SampIeMe5sageTagData> 



<SampleMessageTagName> tag </SanipIeMessageTagName> 
<SampleMessageTagData;> body <ySampieMessageTagData> 

<SanipIeMessageTraiIei9> String</ SampteMessageTrailer > 
<;/SanipleMessage> 

[01 1 4J The version number may be a string. The destination and source peer identifier may be represented as peer- 
to-peer platform identifiers. In one embodiment, the digest is either an MD5 or SHA1 hash or a digital signature. The 
digest may serve as a placeholder for either. A message may have as many tag parts as needed. In one embodiment, 
the tag name may be a string and the body may be a byte array containing a string without XML escape characters 
('•<", ">'•) or a base64 encoded string. 

[0115] In one embodiment, the message fonnat may support binary data and/or multi-part messages with MIME- 
types. The message format may allow for arbitrary message header fields, Including optional header fields. The mes- 
sage format may allow for data verification of message content and the cryptographic signing of messages. The mes- 
sage format may provide an arbitrary number of named subsections that may contain any form of data of any (reason- 
able) size. The message fonnat may be "email-safe" such that its contents may be extracted reliably after standard 
textual transformations committed my E-mail client and server software. 

Services 

[01 16] Peers may cooperate and communicate to publish, discover and invoke network services. A service denotes 
a set of functions that a provider offers. In one embodiment, a peer-to-peer platform peer can offer a service by itself 
or in cooperation with other peers. In one embodiment, a peer may publicize a service by publishing a service adver- 
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peer service can offer. If any one peer fails, the collective peer group service may not be affected, because the service 
may still be available from at least one other peer member. Peer group sen/Ices may be published as part of the peer 
group advertisement. 

[0126] In one embodiment, the peer-to-peer platform may include a set of default peer group services such as peer 
5 discovery, as well as a set of configurable services such as routing. In one embodiment, a peer-to-peer platform peer 
may not be required to have one or all of these services. For example, a ceil phone peer may be pre-configured with 
enough information to contact a fixed server provided by the telecom operator. This may be enough to bootstrap the 
cell phone peer without requiring it to independently carry with it additional services. 

[01 27] I n one embodiment, although the concept of a service is orthogonal to that of a peer and a peer group, a peer 
10 group formed using the peer-to-peer platfonn may require a minimum set of services needed to support the operation 
of the group. Some services may be well known and may be referred to as peer-to-peer platform core services. Em- 
bodiments of the peer-to-peer platform may define a set of core peer group services that may be used to form and 
support peer groups. In one embodiment, the core peer group services may provide the minimum services required 
to form a peer group (e.g. membership and discovery services). The peer-to-peer platform core services are preferably 
IS 1 00% decentralized and thus may enable pure peer-to-peer network computing. In one embodiment, it is not required 
that all core services be implemented by every peer group. 

[0128] In one embodiment, the peer-to-peer platform may define peer group core services including, but not limited 
to, a discovery service, a membership service, an access service, a pipe service, a resolver service and a monitoring 
service. A discovery service may be used to search for peer group resources such as peers, peer groups, and pipes. 
20 The search criteria may include a resource name. Discovery and discovery services are described more fuily later in 
this document. 

[0129] In one embodiment, most peer groups will have at least a membership service. Current peer group members 
may use the membership service during the login process to reject or accept a new peer group membership application. . 
The membership service may be a "null" authenticator service that imposes no real membership policy. Peers wishing 

25 to join a peer group first locate a current member, and then request to join. The application to join may be either rejected 
or accepted by the collective set of current members. The membership service may enforce a vote of peers or alter- 
natively elect a designated group representative to accept or reject new membership applications. 
[0130] An access service may be used to validate, distribute, and authenticate a group member's credentials. The 
access service may define the type of credential used in the message-based protocols used within the peer group. 

30 The access service may be used to validate requests made by one peer to another. The peer receiving the request 
provides the requesting peer's credentials and information about the request being made to the access service to 
determine if tne access is permitted, in one embodiment, not all actions within the peer group need to be checked with 
the access service, only those actions which only some peers are pennitted to use. 

[0131] A pipe service may be used to manage and create pipe connections between the different peer group mem- 
35 bers. A resolver service may be used to send query string to peers to find information about a peer, a peer group, a 
service or a pipe. A monitoring service is used to allow one peer to monitor other members of the same peer group. 
[0132] In on embodiment, not all the above services are required to be implemented by a peer group. Each service 
may implement one or more of the peer-to-peer platform protocols. A service preferably implements one protocol for 
simplicity and modularity reasons, but some services may not implement any protocols. 
40 [0133] Other services may be user-defined and provide application dependent services such as content searching 
and indexing. A user-defined service may provide additional APIs. User-defined services may be implemented that 
may offer the ability to mix-in centralization as a means of increasing performance. In one embodiment, the peer-to- 
peer piatfomri core services may provide a reference implementation for user-defined services. Examples of user de- 
fined services may Include, but are not limited to: 

45 

• Efficient long-distance peer lookup and rendezvous using a peer naming and discovery service. 

• Simple, low-cost information search and indexing using a content sharing service. 

• Interoperability with existing centralized networking infrastructure and security authorities in corporate, public, pri- 
vate, or university networks using administration services. 

50 • A resolver service may be implemented to find active (running on some peer) and inactive (not yet running) service 
instances. 

• An FTP service that allows file transfers among peers over pipes using FTP 
Advertisements 

55 

[01 34] In one embodiment, the peer-to-peer protocols may use advertisements to describe and publish the existence 
of peer resources. An advertisement may be defined as a structured, language neutral metadata structure that names, 
describes, and publishes the existence of a peer-to-peer platform resource, such as a peer, a peer group, a pipe, or 
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a service 



ci service 

[01351 in one embodiment, advertisements may be used in the peer-to-peer platfomi as language-neutral metadata 
structures. In one embodiment, each software platfom, binding may describe how advertisements are converted to 
and from native data structures such as Java objects or 'C' stnictures. Each protocol tPfj'^""°" '^^^^ 
or more request and response message pairs. In one embodiment, advertisements may be the most common document 

Sri^tonTaSn e?^ between peers may include advertisement documents. The peer-to-peer platform 

preferably includes advertisement documents to represent all of the peer-to-peer platfomi resources managed by the 
core platform, such as peers, peer groups, pipes and sen/ices. In one embodiment, the peer-to-peer pjtform may 
define a set of core advertisements. The peer-to-peer platfom, may define core advert«ement types including but not 
limited to. one or more of peer advertisements, peer group advertisements, pipe advertiseirienlS. sen/ice advertise- 
ments content advertisements, and endpoint advertisements. In one embodiment, user-defined advertisement sub- 
types (for example, using XML schemas) may be fomied from these basic types. Subtypes of the core advertisements 
may be used to add an unlimited amount of extra, richer metadata to a peer-to-peer network. The peer-to-peer platform 
protocols configurations and core software sen/ices however, preferably operate only on the core advertisements, 
r0137l In one embodiment, an advertisement is a markup language stmctured documentthat names, describes, and 
Ublishes theexistenceofapeer-to-peerplatfom, resource, inone embodiment. peer4o-peerplat^o^^^^ 
may be represented in the Extensible Markup Language (XML) and are therefore software platform neutral. XML pro- 
vides a powerful means of representing data and metadata throughout a distributed system. XML provides universe 
(software-platfomi neutral) data because XML is language agnostic, self-describing, strongly-typed and ensures correct 
ynm^XMLadvertlsementsmaybe strongly typedandvalidatedusingXMLschemas.XMLa^^^^ 
to be translated into other encodings such as HTML and WML. This feature allows peers tha do not suPPOrt XP^ to 
access advertised resources. In one embodiment, each document may be converted to and from a platfomi specify: 
representation such as a Java object. In one embodiment, peers supporting the various protoco s requinng that ad- 
vertisements be exchanged in messages may accept only valid XML documents that descend from the case XML 

ra^aarAdvertTements represented in a markup language such as XML, like any markup language document may 
be composed of a series of hierarchically arranged elements. Each element may include its data and/or additional 
elemente. An element may also have attributes. Attributes are name-value string pairs. An attnbute may be used to 

30 store metadata, which may be used to describe the data within the element. „,„.„H«rrih^ 
r01 391 in one embodiment, a peer advertisement may be used to describe a peer. A peer advertisement may describe 
he peer resources. One use of a peer advertisement is to hold specific infomiation about the peer, such as i^s name 
peer identifier, registered seo/ices and available endpoints. Figure 6 illustrates the content of a peer advertisement 
according to one embodiment. The following is an example of one embodiment of a peer advertisement in XML. and 

35 is not intended to be limiting: 
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<?xml version="1.0" encoduig«"UTF.8'*?> 
<PeerAdvertisemenP^ 

<Name> name of the peer</Nante> 

<Keywords>search keywords </Keywords> 

<Pid> Peer identifier </Pid> 

<Services> 

< Service advertisement> 



^Service advertiseinent> 
</Serviccs> 
<Eiidpoints> 

<endpaint advertisement > 



</endpoint advertisement > 
</Eiidpoint> 
<InitialApp> 

< Service advertisement > 



</ Service advertisement > 
30 </InitialApp> 

</PeerAdvertisement> 



[0140] Embodiments of a peer advertisement may include, but are not limited to, the following fields: 



• Name: an optional string tliat can be associated with a peer. In one embodiment, the name is not required to be 
unique unless the name is obtained from a centralized naming service that guarantees name uniqueness. 

• Keywords: an optional string that may be used to index and search for a peer. In one embodiment, the string is 
not guarantee to be unique. Two peers may have the same l<eywords. The keywords string may contain spaces. 

40 • Peer identifier: uniquely identifies the peer In one embodiment, this may be a required element. Each peer has a 
unique identifier. 

• Service: a service advertisement element for each service published on the peer. Services started on a peer may 
publish themselves to the peer. In one embodiment, not all services running on the peer need to publish themselves. 

• Endpoint: an endpointURI (e.g. tcp://1 29,1 44.36. 190:9701 or http7/1 29.144.36. 190:9702) for each endpoint avail- 
45 able on the peer. 

• InitialApp: Optional application/service started when the peer is booted. A service advertisement is used to describe 
the service. 



[0141] In one embodiment, a peer group advertisement may be used to describe, for a peer group, the group specific 
50 infonnation (name, peer group identifier, etc.), the membership process, and the available peer group services. The 
peer group advertisement defines the core set of services to be used by that peer group. In one embodiment, it may 
not enforce ihat each peer must run each service locally. Rather it defines the set of services that are made available 
to the peer group. 

[0142] In one embodiment, the initial creator of the peer group may define what advertisements go into the peer 
55 group advertisement at creation time. Other peers may get a copy of the peer group advertisement when they discover 
advertisements via the discovery service. In one embodiment, pear group advertisements are immutable objects and 
new services may not be added due to java binding. Other embodiments may allow new services to be added. In one 
embodiment, a peer group may provide a registration service that allows the dynamic registration of services. 
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10143] Figure 7 illustrates the content of a peer group advertisement according to one embo^^^^^^^^^ following 
!s an example of one embodiment of a peer group advertisement in XML. and .s not intended to be limiting. 



^ <7xxnl VCTsion=^l.O" encoding="UTF-8"?> 

<PeerGroupAdvertisemeaf> 

-^NamO name of the peer group</Naine> 
<Keywords>scarch keywords </Keywords> 
10 <Gid> Peer group Id </Gid 

<Services> 

<Service advertisement?* 

15 </Service advertisement?' 

</Services> 
<InitialApp> 

<Service advertisement 

20 



30 



35 



</Service advertisemcnt> 
</lnitialApp> 
25 <:/PecrGroupAdvertiscmcnt> 

[0144] Embodiments of a peer group advertisemer^t may mclude, but are not limtted to. the following fields: 

. Name- an optional name that may be associated with a peer group. In one embodiment, the name is "Ot required 
roTe unique the name is obtained from a centralized naming sen/ice that guarantee ^^^^^^^^^ 
. Key^vords:ancptionalstringthatmaybeusedto:ndexandsearchforapeerg^^^^ 

is not auarantee to be unique. Two peer groups may have the same keywords. , cKn^nmrmm 

. Peer group Id uniquely identifies the peer group. In one embodiment, thte is a required element. Each peer group 

. Ser>^ce"a sele advertisement element for each peer group service available in the peer ' 
fr^pn. not aH oeer aroup services need to be instantiated when a peer joins a peer group. In one embodiment at 
l^t a rmbS^iHe' S^^^^ available, so the membership service may implement a null authendcator 

. SSSp'optional appl^ation/service started when a peer is joining a peer group. A service ^'^^''^^'^ '^^ 
be ut2 to describe tSe service. The initial application may be started when a peer -.i-'"^;^^^^^^^ 
it may be left to the joining peer to decide to either start or not start the peer group initial application. 

roi45l Once a peer joins a group, that peer may receive (depending again upon membership configuration) a full 
m«;7everpe^^^^^^^^^^ 

K°",rr:l™^^^^^ - mstance Of a pipe commun^tlon 

Slnnel A oioe advertisement m j be used by a pipe service to create associated input and output pipe endpoints. 

e o the core discovery service) or by embedding it within other advertisements such as the peer or pcer group ad- 
(e.g. the '=7™°^^^^^/^'! ' include an optional symbolic name that names the pipe and a pipe type to 

rfhi IfoHhe otoeSo P^^^^ etc). Figure 8 illustrates the content of a pipe adver- 

l^emtnt aSng S^nTeroZn^TheUolg is an example of one embodiment of a pipe advertisement .n 
XML, and is not intended to be limiting: 
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<?xml version-'* 1.0" encoding«"UTF-8"?> 
<PipeAdvertisement> 

<Name> name of the pipe</Kame> 
^ <Id> Pipe Id </Id> 

<Type> Pipe Type </Tvpe> 
</TipeAdveitisement> 

10 [0147] Embodiments of a pipe advertisement may include, but are not limited to, the following fields: 

• Name: an optional name that may be associated with a pipe. In one embodiment, the name is not required to be 
unique unless the name Is obtained from a centralized naming service that guarantee name uniqueness. 

• Pipe identifier: uniquely identifies the pipe. In one embodiment, this is a required element. Each pipe has a unique id. 
15 • Type: This is an optional pipe type that may be provided to specify the quality of services implemented by the pipe. 

Pipe types may include, but are not limited to: 

RELIABLE (guaranteed delivery and ordering, and deliver only once) 

UNRELIABLE (may not arrive at the destination, may be delivered more than once to the same destination, 
20 may arrive in different order) 

SECURE (reliable and encrypted transfer) 

[0148] In one embodiment, a service advertisement may be used to describe a peer-to-peer platfomrj -enabled serv- 
ice. Service advertisements preferably describe how to activate and/or use the service. In one embodiment, a peer- 

25 to-peer ptatform-enabled service is a service that uses pipes as primary invocation mechanism. To invoke the service, 
a peer may a message to the associated service pipe. In one embodiment, the core peer group services that each 
peer group preferably implements in orderto respondto the messages described for the peer-to-peer platform protocols 
are peer-to-peer platform-enabled services and thus may be published using service advertisements. The 3ervice 
advertisement document may be published and obtained using the peer infomfiation protocol for peer services, or 

30 alternatively using the peer group discovery protocol for peer group services. 

[0149] In one embodiment, a pipe advertisement and access method fields may provide a placeholder for any kind 
of service invocation schema that defines the valid set of XML messages accepted by the service and the associated 
message flow. Thus, the peer-to-peer platform protocols may be agnostic of service invocation and interoperate with 
any existing framework. A service advertisement access method field may refer to a WSDL (e.g. www.w3.org/TR/wsdl), 

35 ebXML (e.g. www.ebxml.org), UPnP (e.g. www.upnp.org) or a client-proxy schema, among others. For example, a 
WSDL access method may define messages that are abstract descriptions of the data being exchanged and the col- 
lections of operations supported by the service using a WSDL schema. In one embodiment, a service advertisement 
may include multiple access method tags, as there may be multiple ways to invoke a servbe. Thus, the peer may 
ultimately decide which Invocation mechanism to use. For example, small devices may want to use a small-footprint 

40 mechanism or a service framework they already have the code for, and larger devices may decide to download a client- 
proxy code. 

[0150] In one embodiment, the access method for services is a schema of valid XML messages accepted by the 
service. In one embodiment, a service advertisement may contain a U RL or URI tag to point to ajar file, DLL, or loadable 
library. A peer may use this to download the code to run the service, for example if the peer joins the peer group and 
45 doesn't have the required code to run the service. 

[0151] In one embodiment, once a service advertisement is sent cut into the world there is no method of pulling it 
back in. However, each individual peer may have the ability to purge the set of cached advertisements that reside 
locally, and a rendezvous peer may purge its cache periodically (e.g. daily). 

[0152] Figure 9 illustrates the content of a service advertisement according to one embodiment. The following is an 
50 example of one embodiment of a service advertisement in XML, and is not intended to be limiting: 
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<?xxiU version="l.O" cncodmg=nJTF-8"?> 

<ServiceAdveitisenient> 

<Name> name of the Service</Naine> 

<Version> Version Id </Version> 

<Kcywords>search keywords <VKeywords> 

<Id> Service idendficr •</Id> 

<Pipe> Pipe endpoint to access the service </Pipc> 

<ParamS> service configuration parameters </Params> 

<URI> service provider !ocatioa</URl> 

<Provider> Service Provider</Provider> 

<Acce3sMethods> 



</AcessMethods> 
^ServiceAdvertisement?- 



35 



40 
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10153] Embodiments of a sen,ice advertisement may include, but are not limited to. the following fields: 

pSho^r to, . WSDL or uPnP =to.men> »« a.so«»! . «eb ser,i<» .cce^ m.th.i 
embodiment, the size ,s a long J^°°"'*"^ ^ay be deduced from the type) of the in-line 
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advertisement (based upon its type), the RefID is the content ID of the referenced content. If the advertised content is 
not another advertisement, the RefID element may be omitted. 

[0156] The following is an example of one embodiment of a content advertisement in XML, and is not intended to 
be limiting: 

5 

<?xinl version="KO" encoding=UTF-8"?> 
<ContentAdvertisement> 
10 <Mimetype> name of the pipe</Mimetype> 

<Size> Pipe Id </Size> 

<Encodmg> Pipe Type </Encoding> 

<ID> Content ID</ID> 

13 

<RefID> Content ID </RefID> 
<Document> document <Docunient> 
</ContentAdvertisement> 

20 

[0157] Embodiments of a content advertisement may Include, but are not limited to, the following fields: 

• ID: in one embodiment, all contents have a unique id. 

• Size: the total size of the content. In one embodiment, a long (unsigned 64-bits) represented as a string. 
25 indicates that the size is unknown. 

• Mimetype: the mime type of the content. The type may be unl<nown. 

• Encoding: specifies the encoding used. 

• RefID: if the advertised content is about another content, the RefID specifies the content ID of the referenced 
content. 

30 

[0158] In one embodiment, an end::oint advertisement may be used to describe peer transport protocols. In one 
embodiment, a peer may support one or more transport protocols. In one embodiment, peers may have multiple network 
interfaces. Typically, there will be one peer endpoint for each configured network interface and/or protocol (e.g. TCP/ 
I HTTP). An endpoint advertisement may be included as a tag field in a peer advertisement to describe the endpoints 

35 available on the member peer. In one embodiment, an endpoint advertisement document may be published and ob- 
tained either by using the core discovery service or by embedding it within other advertisements such as the peer 
advertisement. Each endpoint advertisement may include transport binding information about each network interface 
or transport protocol. Endpoints may be represented with a virtual endpoint address that may include all necessary 
infonnation to create a physical communication channel on the specific endpoint transport. For example, "tcp:// 

'40 123. 124.20. 20: 1002" or "http://134.125.23. 10:6002" are strings representing endpoint addresses. Figure 11 illustrates 
the content of an endpoint advertisement according to one embodiment. The following is an example of one embodiment 
of an endpoint advertisement in XML, and is not intended to be limiting: 



<?xinl vcrsion=»"1.0" encoding="UTP-8"?> 
<£0dpointAdvertisement?^ 

<Szsait> name of the cndpoint</Namc> 

<Kcywords> search string <;/Keyword3> 

<Address> endpoint logical address </Address> 
</EndpointAdvertiscment> 

[0159] Embodiments of an endpoint advertisement may include, but are not limited to, the following fields: 

• Name: an optional name that may be associated with an endpoint. In one embodiment, the name is not required 
to be unique unless the name is obtained from a centralized naming service that guarantee name uniqueness. 

• Keywords: an optional string that may be used to index and search for an endpoint. In one embodiment, the string 
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is not guarantee to be unique. Two endpoints may have the same Iceywords. 
PeeMO'peer Platform Protocols 

pecr-to-peer (P2P) network <=°';'P" '"9. U^ng t*^^^^^^^ ^^' ^^ ««hout the need of 

configured peer groups independent J, of the. P°f ""^^^ ^^J^^^^^^^^ ^ay have venr low overhead, make few 
acentralizedmanagernentinlrastructure.Thepeer-to-pee p^atfo^ Y ^^^ironment, and may be 

assumptions abouUheund^^^^^^^^^ 

used to deploy a wide variety of P2P ^PP"=^^"*"^,^"° include core protocols including, but not limited to, a peer 

tOnSAl in one embodiment, the infomiatlon p«.tocol, a pipe binding 

membership protocol, a peer '^^^'f^^^'^ ^'''^^^'^.^^^l ^ly Semenled using a common messaging layer. This 
protocol, and a peer endpomt protocol. These P^°^°<=°'^,^^y ^"'P'^^^^^^ the peer-to-peer platform pro- 

messaging layer binds the protocols to vanous network peers. Each software 

tocols may be specified as a set of markup ^^^^''^^^^^^^^'-J.'^^^^ J^^ctures such as a Java object or 

platfom, binding descnbes how a message « ^°";'«;^tl"o^^^^^^^ allows many different 

structure. In -bodiment^the us of mar^u -^u^^^^^^^^^^^ , manner best suited to ,ts 

Stie^aT:i:.cc;:;i=^^^^^^^^ 

-L^aTirn^'n:^^^^^^^^^^ 

example, a device may have all the f v«rt.sXnt«J^^^^^^^ use a J^e-configured set of peer routers to 

plement the Peer Discovery Protocol. As another "^P^^^ P^.^^^^^p^^^^^^^ protocol. Instead, the peer sends 
route all itsmessages.hence the peerdoes not need tojmplemen the Pe^^ 

messages to the routers to be »o.v.arded^As yet -^^^^ f^^P^^^^^^^^^^ protocol. The same can 

rrrrofror;:^^^^^^^^^^ 

Lrcis (services, pipes, etc.) available from other 

relationships. The peer-to-peer platform protocol may Peers may cooperate 

manage the potentially complex and dynamic "^.t«°^l!°P°2no oeer IS^ protocols allow peers to dynamically 
to route messages allowing for full peer <=°""«=t.vity. The peer-to-peer plaffoop p^ ^ ^^^^ 

route messages across multiple network ^^^^'o^^^^^^^ "f S^ry peShlS which the message might 

=zrs:^^=a:ss^^ 

at any time rather than routing them. :„„,<^„„ted on a varietv of networks including, but not limited 

[0164] The peer-to-peer platfom. protocols '"^V .^^ '"^f^^f nSwng environments. LANs and WANs, 
o. the intemet, coq,orate intranets, dynamic proximity ^^^"'^J'^^^"^™ implemented on unidirectional 
The peer-to-peer platfom, protocols may a low the ^^^'^-'f^;^^^^^ equal capability for 

links and asymmetric transports. In particular. ,o be used when necessary, 

devices to send and receive. The peer-to-peer P'^f ."^ P^":'^^""^ 7,ts '^^^^^^^ platfomi protocols may 

improving overall perfomiance and network connectivity .n ^^^^^f^^"' JJ"'^^^^^^^ such as TCP/IP or 

be easy lo implement on any transport. Implementafons ""JJ''^ ^^^^^^^ ability be- 

HTTP may provide e«icien«^^^^ 

tween any pair of peers may at times not worx ^qu y connection between two peers may be only 

peers will in rna,,y cases ^« while no communication is possible in 

10165] in one embodiment, the Pf ^"'^'P^^^ P'^f (propagation) may be implemented 

. the underlying networi. transport, f^^f -"'^"^^^^^^^^^ require periodic messages 

using point-to-point communications. The peer-t^^^^^^^ y p^„.^g ,i„,3ta,,3 
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in the network. This entirely on-demand behavior of the protocols and lack of periodic activity may allow the number 
of overhead messages generated by the peer-to-peer platform to scale all the way down to near or at zero, when all 
peers are stationary with respect to each other and all routes needed for current communication have already been 
discovered. 

5 [0166] In one embodiment, the peer-to-peer platform protocols are defined as idempotent protocol exchanges. The 
same messages may be sent/received more than once during the course of a protocol exchange. Preferably, no protocol 
states are required to be maintained at both ends. Due to the unpredictability of P2P networks., assumptions may not 
be made about the time required for a message to reach a destination peer, and thus the peer-to-peer platform protocols 
preferably do not impose any timing requirements for message receipt. 

10 [0167] The peer-to-peer platform protocols may take advantage of additional optimizations, such as the easy ability 
to reverse a source route to obtain a route back to the origin of the original route. 

[0168] Figure 12 illustrates protocols and bindings in a peer-to-peer platform according to one embodiment. When 
the peer-to-peer platform protocols are implemented using a particular programming language and over a particular 
transport protocol, the implementation is an instance of a peer-to-peer platform binding 220, where the peer-to-peer 
IS platform protocols are bound to the language and the transport layer. In one embodiment, protocol and peer software 
implementation Issues may be defined in documents specific to the binding. A binding document describes how the 
protocols are bound to an underlying network transport (such as TCP/IP or UDP/IP) or to a software platform such as 
Java 222 or a native software platform 224 such as UNIX. 

[0169] The following describes the transport binding of the peer-to-peer platform protocols over TCP/IP including 
20 the message wire format of peer-to-peer platform endpoint messages over a TCP/IP socket connection according to 
one embodiment. Each TCP/IP message may Include a header and a body. In one embodiment, the format of the 
header is: 

Type Source IP address Source Port Size Option Unused 
[0170] The type may include infonnation used to either unicast or multicast the request. The type may indicate wheth- 

25 er this is a propagate message, a unicast message, an ACK or a NACK. The port may allow each peer to decide to 
bind its transport service to a specific port number. The TCP binding preferably does not require that a specific port 
be used. The size may indicate the body size (not including the header). The option may be used to specify the kind 
of socket connections (uni- or bi-directional) in use. TheTCP/lP binding does not require the maintenance of any states. 
The normal operation is for one peer to send a TCP/IP packet to another one, and to close the socket after the packet 

30 is sent. This is the minimum functionality required to implement unidirectional pipes. In one embodiment, if the receiving 
end decides to keep the connection active (socket "keep alive"), it may return an indicator to the sender to tell the 
sending end that it is keeping the connection alive. The sending end may reuse the same socket to send a new packet. 
[0171] The following describes the transport binding of the peer-to-peer platfomi protocols over HTTP Including the 
wire message format for the HTTP binding of the peer-to-peer platform protocols. An HTTP request fomnat message 

35 may include a header and a body using an HTML fomnat. For example: 



<HTML> 

<Code> Header </Code> 
<Msg> Body </Msg> 

</HTML> 



[0172] The header allows the receiving end to determine which message type is received. Message types may 
"^5 include request succeeded, request failed, empty (no body) and response (the body is not empty and contains data). 
The body may be represented as a string in the HTML request document. Connection states that may be used Include, 
but are not limited to: 

• Peer Connection: Before a message can be sent to a HTTP sender peer, the HTTP client may be required to send 
50 a request for connection to the other peer. The request for connection message may use the empty header type. 

The message may be sent using a GET request to the following server URL: http://ip-name:port/reg/client-peerid/. 
ip-name specifies the I P of the server peer and the port is the corresponding server port number (8080 for example). 
The server replies with an empty message containing either a request succeeded or request failed header type. 
The peer connection message may be used to create a client session on the receiving peer The receiving peer 
55 may decide to reject the connection and refuse the client connection. This con^esponds to a client registration. 

• Message Sending: To send a message to another peer server, the client sends a message of the response type 
with a message body part. The server replies with an ok or failed message. The message is sent to the following 
URL using the PUT method: http://tp-name:port/snd/. The server replies with a message including a request sue- 
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ceeded or request failed header type. ^ message with 
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p,er.,o.pe.r pMonr. p««s » »de»tand «aoh "Mf a a '^^^^ 6„,„ng b»cte ro, propagating 

,01741 Th. p.« discoveni P'olocol "»y P™"*; « '"^^^^^ * «aTa assenjosoovery Wraslnicmra 

discovery process are discussed later in this document. discovery protocol. If a peer 

[01761 'noneembodiment^customc.scoveryse^^^^^^^^ 

group does not have its own discovery serv.ce, P^^^f/^'.^JP^^'^" ^nd peer groups. This list may or may 
peers for advertisements. Rendezvous peers may keep ^ f °' rende^ous did keep a timely 
not be exhaus«ve or timely A custom discovery .^^^^^^^^^^^^^^^^ 
exhaustive list), for example, may dtecover all peers ,n the reg,on b^^^^^ 

10177] in one embodiment, peer discovery may be '^°"^.^'«^;,°^;''^17'3^J^^^^^^^^^ ^ , J^scovered advertisements of 
0 be located and/or the group to which peers belong. 2'!^! ^^r^j o^^^^^^^^^ a simple translation 

such as the peer discovery protocol and the peer i"'°"^f^°';P;°2 probe network peer groups looking for peers 
10178] In one embodiment, the peer discovenr P'^'^^^^^''" "'^^^^ may be screened for mem- 

hat belong to specified peer groups. This process may be peer group advertise- 

p,oxl«) di«o..7 a.~l=. '^':Z^^'^:TZV^l,l^i> (oach.r™ dl»=.e7 



40 



45 



28 



EP 1 229 442 A2 



between data), users, and applications. 

[01 82] Embodiments of a peer-to-peer platform discovery service may leverage surrounding peers and peer groups, 
provide meetings points for far away peers and groups, use an asynchronous protocol and provide reverse discovery. 
The discovery service preferably may be used to find new neighbor peers and provide the ability for a peer to learn 
about other peer's abilities. Embodiments of a discovery service in the peer-to-peer platform may provide extensibility, 
spontaneous configuration, adaptive connectivity, a dynamic (i.e. no fixed) network topology, and the ability to reach 
the "edge of the Internet" (firewall, and NAT). 

[01 83] Embodiments of a discovery method in the peer-to-peer platform preferably do not require centralized naming 
(e.g. no DNS). A discovery service preferably may provide predefined meeting points that may be used in platform 
bootstrapping. The discovery service preferably may support a dynamic environment (peers may come and go). The 
discovery service preferably may support an unreliable environment (peers may fail). The discovery service preferably 
may help to adapt to a changing environment through viral behavior. The discovery service preferably may be used to 
improve perfonnance as a system ages (increase locality). The discovery service preferably may be used in support 
of security (change of physical location). The discovery service preferably may be used that provides administration less 
discovery (zero-admin). 

[01 84] Embodiments of the peer-to-peer platfonn discovery service may allow a peer to learn about other peers that 
discover It. In one embodiment, the peer-to-peer platform discovery service may provide application-managed rendez- 
vous. In one embodiment of the peer-to-peer platform, a peer discovery protocol may support a discovery query mes- 
sage and a discovery response message to be used in the peer discovery process. 

[01 85] Peer groups need customizable and adaptable discovery policies. One approach to implementing a discovery 
policy is to start simple and build more complex policies. Embodiments of the peer-to-peer platform discovery service 
may support discovery methods including, but not limited to: 

• Propagate Discovery 

Unicast to predefined rendezvous 

Leverage transport dependent multicast (e.g. IP) 

• Unicast Discovery 

Unicast to known rendezvous for forward propagation 
May be used for reverse Discovery 

[0186] The peer-to-peer platform preferably does not mandate exactly how discovery is done. Discovery may be 
completely decentralized, completely centralized, or a hybrid of the two. Embodiments of the peer-to-peer platform 
may support discovery mechanisms including, but not limited to: 

• LAN-based discovery. This is done via a local broadcast over the subset. 

• Discovery through invitation. If a peer receives an invitation (either in-band or out-of-band), the peer information 
contained in the invitation may be used to discover a (perhaps remote) peer. 

• Cascaded discovery. If a peer discovers a second peer, the first peer may, with the permission of the second peer, 
view the horizon of the second peer to discover new peers, groups, and services. 

• Discovery via rendezvous points. A rendezvous point is a special peer that keeps infomiatlon about the peers it 
knows about. A peer that can communicate via a rendezvous peer, for example via a peer-to-peer protocol pipe, 
may learn of the existence of other peers. Rendezvous points may be helpful to an isolated peer by quickly seeding 
it with iots of information. In one embodiment, a web site or its equivalent may provide information of well-known 
peer-to-peer protocol rendezvous points. 

[0187] In one embodiment, a peer-to-peer platform web of trust may be used. In a web of trust, a peer group creator 
may select Initial discovery proxies, and may delegate to new peer members. Any peer, when trusted, can become a 
discovery proxy. Discovery proxies may propagate requests between each other for net-crawling discovery. New peers 
may be untrusted or low-trust peers, and may be typically difficult to find and have limited discovery range (this may 
help protect against misbehaviors and denial of service attacks). Trusted members are easier to discover. Peers may 
increase their discovery range as they become more trusted (discovery credential). Some peers may not need to 
discover beyond their initial net peer group range. 

[0188] In one embodiment, a peer may go through a proximity network, which also may be referred to as a subnet 
or region, to try to find (discover) surrounding peers. The Intemet includes the concept of subnets that are physically 
defined by physical routers that define regions in which computer systems are connected to one another. Within one 
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oft.ese.,ons.tHepeer-.o-pcerp.otoco,uses.« 

iment , a propagate discovenr mechan«m may be P™^'^^^^',^^", " ^"^P^;;^^^^^^ The propagate discovery mechanism 
alocalsubnet.Peersthatareinthesubnetmayrespondtom^^^^^^ 

may provide primarily close range discovery. In 

=r.rrj - eUle. B.etooth provides a 

\o J information about other peers or peer groups m 'ts oca. rej^^^^^^^^ J"^"^ ) « ,,,pond. 
message.Apropagate may ask who's lhere(whatpeersarem^^^^^^^ 

Other peers on the subnet may choose not to -spend f t ey don ' w-t to^^^^^^^^^^ communicate with it « it wants 
response message may indi^^ W 

more information. In one embodiment, the core P®®' ;° J" \ messages may be XML messages, 

and responses as part of the peer d'^covery P™^?^" process for peers. In one embodi- 
10190] one embodiment of a peer-to-peer platfom, WOV.de a boo W g p 

ment, a new peer may not know any pee. - P/^^PJ .^^^^^^^^^^^^^^ more peers in t^e subnet. The new 

issue a peer discovery propagate message The P„^^^ "J^^. ,^^^1 operations. From discovered peers, the 
peer needs to reach some leveMc—^^^ 

TnXrm^;"™^^^^ 
p/VhTn^nrreirdro^^ 

SeterS,ine a peer group or peer groups that it -^-^sei of peers within a group may have 

r2pare:rrnrprgZ^r^^^^^^^ 

Sr-randpeergro.pdiscove.maybothb^^^^^^^ 

bi=dre^r=^^^^^^ 
s^^r^iir^eT^^^^^^^^ 

Ls all peers will have the serv^e running, ^^-^.e^^^^ ^a^ e^t s''^^^^^^^^^^^^ '^^^^ 
must send a response, unless it is configured to^^^^^^^^^^ 

upon configuration parameters. In a"°*er embod.rnent P«era may^^^ For example, 

^^rsm:stv;~^^^^^ 

rrveTrhS th. is more suited for 

used in discovery. A rendezvous peer may ''^ ^"^^^^^^^^ 
« registertobediscovered, ^^^'^^'f ^''l^f^'^ fZ!^^^^^^^^ may decide to become or may be 

peers and/or peer groups. In one embodiment a P^^ (^"^ P;/;^ '"^^^ be advertised as a meeting point, 

appointed or elected as a rendezvous peer ,n t*'- S^^P^J^^^^^^^ ^p'^ay know to go to the rendezvous 

and may be predefined on peers so that, for «''^P^^\^^^^P„^,7,^^^^^^ as information brokers or central- 

peer to find infomiation about the peer-to-peer network P^!*'"!^^^^ ^s a peer group grows, a peer 

« fzed discovery points so that peers can And .n an eas ^"-^'^^^^^^^^^^^ constructed 

may become a rendezvous peer in the group. In ^'^^ awL of at least some of the 
that may help to provide long-ran^^^^^ 

rerotrnS^'n^oC 
" Eo^a, -dezvouspeersmayo^ertoc..^^^^^^^^ 

KSfaS re":frs:=— rrprovlded by a re^ndezvous peer may be different than 
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message routing. Message routing is performed at a lower level involving multi-hops connections to send a message 

between any peers in the network. In one embodiment, the forwarding of a request between two rendezvous peers 
may involve routing to propagate a request between two rendezvous, but this is transparent to the rendezvous service 
and done underneath. 

5 [0197] In one embodiment, rendezvous peers may forward requests between each other. A rendezvous may be 
typically connected to a few other rendezvous peers. There may be as many rendezvous peers as peers In a peer 
group. Not every peer may be a rendezvous (e.g. if a peer has no caching capabilities or is isolated behind a firewall). 
In one embodiment, only rendezvous peers may forward a discovery request to another rendezvous peer This restric- 
tion may serve to limit and control the exponential growth of request propagations within the network. Rendezvous 

10 peers may thus provide a simple throttle mechanism to control the propagation of requests. In one embodiment, so- 
phisticated rendezvous peers may be deployed to filter and distribute requests for the best usage of network resources. 
[0198] In one embodiment, a peer may be pre-configured with a pre-defined set of rendezvous peers. These boot- 
strapping rendezvous may help the peer discover enough network resources (peers, rendezvous, services) as it needs 
to support itself. In one embodiment, the pre-configured rendezvous are optional. A peer may be able to bootstrap 

*5 itself by finding rendezvous or enough network resources in its proximity environment. If a peer does not know the 
information, it may ask the surrounding peers (hop of 1 ) if they know the answer. One or more peers may already have 
the answer, if no sunrounding peers know the answer, the peer may ask its rendezvous peers to find advertisements. 
Peers are recognized as rendezvous peers in their peer advertisements. When a peer discovers a new peer, it can 
determine if th is peer is a rendezvous. A peer may not be required to use all the rendezvous peers that it has discovered. 

20 [0199] Rendezvous peers may fonvard requests between themselves. The discovery process continues until one 
rendezvous peer has the answer or the request dies. There Is typically a Time To Live (TTL) associated with the request, 
so it is not infinitely propagated. As an example, suppose a peer A is attempting to discover a resource R on the 
network. Peer A issues a discovery request specifying the type (peer, peer group, pipe, service) of advertisements it 
is looking for. To initiate the Discovery, peer A sends a discovery request message as a single propagate packet to all 

25 its available endpoints. The packet may contain the requested peer advertisement, so the receiving peer can respond 
to the requester. Each discovery request identifies the Initiator, and a unique request identification specified by the 
initiator of the request. When another peer receives the discovery request (assume peer B in this example). If it has 
the requested R advertisement, it will return to peer A the advertisement for R in a discovery response message. If 
Peer A does not get response from Its sun-ounding peers (hop of 1).. Peer A may send the request to its known ren- 

30 dezvous peers. If the rendezvous peers do not have the advertisement, they can propagate the request to all other 
rendezvous peers they know. When a rendezvous receives a respond to a request, the rendezvous MAY cache the R 
advenisement for future usage, before sending it to the requestor. 

[0200] In one embodiment, the peer rendezvous capabilities may be embedded in the core discovery protocol of the 
peer-to-peer platform. Rendezvous peers may be protocol-based, and may broker more information than name servers 
35 that typically only broker names of entities. In one embodiment, a rendezvous peer may maintain Indexes for entities 
In the peer-to-peer platform including peers, peer groups, and advertisements. These indexes are dynamic which are 
created as the peer group community grows and more peers join. As a group joins, some peers may decide to become 
rendezvous peers to help peers connect with other peers In the group. 

[0201] The rendezvous peer is at the peer level. A rendezvous peer is not a "service". A rendezvous peer may be 
40 used as part of an infrastructure to construct services such as a DNS or other centralizing and index services. In one 
embodiment, services may interact with a rendezvous peer to obtain and/or manipulate infonnation stored on the 
rendezvous peer to perform some task to make the system act m.ore efficiently. 

[0202] In a network of peers, some peers may elect themselves, through the discovery protocol, to become rendez- 
vous peers. A rendezvous peer may act as a broker or discovery message router to route discovery messages to the 

45 right place. In other words, a rendezvous may act to route discovery requests to the right rendezvous peers. For 
example, a rendezvous peer may receive a message requesting information about peers that are interested in baseball. 
The rendezvous peer may know of another rendezvous peer that specializes in infonnation about baseball. The first 
rendezvous peer may forward or route the message to the second rendezvous peer. In one embodiment, rendezvous 
peers may maintain connections to other rendezvous peers in order to provide discovery and routing functionality. 

50 [0203] Rendezvous peers may support long-range discovery. For example, a first peer is at a remote location from 
a second peer. For one of these peers to find the other with a mechanism such as web crawling may be time consuming, 
since there maybe a lot of "hops" between the two peers. Rendezvous peers may provide a shortcut for one of the 
peers to discover the other. The rendezvous peer, thus, may serve to make the discovery process, in particular long- 
range discover more efficient. 

55 [0204] A peer-to-peer network may be dynamic. Peers and peer groups can come and go. Dynamic Identifiers (ad- 
dresses) may be used. Thus, routes between peers need to be dynamic. Rendezvous peers may provide a method 
for route discovery between peers that allows routing in the peer-to-peer network to be dynamic. In this method, the 
rendezvous peers may perfomi route discovery for peers when the peers send discovery messages to the rendezvous 
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... , When a peer is attempting to connect to another peer or peer group that is not in the local region o, the peer. 
This method may be transparent to the ^^luesfingpeer^ advertisements. An advertisement may be 

[0205] in one embodiment, the ^^^^fJ^^^^^^^e^^l^TZ Sude infom^ation necessary for an entity 
defined as metadata or ^^^-^^'P''^^^ include infom,ation for connecting to and 

to connect to or use the resource, for ^xaniple a semce ^^^^^^^^^^^ ^ ^^^^^^ The rendezvous peer 
using the service. Advertisements may be published to ^ g via a lease mechanism, ad- 

may provide the ability for sen^ices and applications to ^t^^^^^^'.f^f^^ '"'I^^^^^^ and needs the pipe 

vertisements. This may used, for example, when one "^^J^^^^^^^^^^^^^ The P^e endpoint may be included 

endpoint or communication channel that may be "^ed to connect , J^^^.s peer provides 

proxy). Figure 13 illustrates discovery *^°"9h a endezvous peer aao^m^ ^^^^ ^^^^ 

206 may cache peer 200 and peer group 21 0 'f ™f °" P^/^loe R^^^^^^^^ 206 may itself be a peer 

group 210 may t*^- 'liscover e^^^^^^^^^ ^^^,;,,^,,3 ^..^es 206 may 

and may be a member m one or more peer groups 2io. m non-tmsted peers (peers without access 

be restricted to peers with rendezvous access P^j'^g^^^-^^.^'^J^'^Jo"^^^^^^^^ peer group 21 0. or alternatively 
privileges) may access rendezvous proxies 206 through ^^-ted P- 200 -^^"^ J^^^^^^^^^ ,,,, across 

t^^e^^^^p^^^^^^^ - - 

S^rreL^SSpeer-to-peerp.^^^^^ 

LstrLs discovery through propagate proxies -«^°t1llure 14 ts^rn, P^^^^^ receive discovery mes- 

208 may control propagation of discovery -"^f ^S^^'"! 9"/!,^^: ^^^^j; J^'X ^her groups such as peer group 
sages from peer. 200 in peer group 210A and P^Jf'^ ^^^^^^^^^^^^ w^h discovery proxy access 

210B. in one embodiment, access to drscovery P^^^'f^ ^08 rjay be^^^^^^^^ ^^^^.^^ 

privileges. In this embodiment, non-trusted P««% P^^J J^^vJJ^thr^^ ocal peers in other peer groups, 

l^^rough trusted peers 200 within therr peer gmup 210^^^ 

m one embodiment, propagation may be controHed usmg ,or subnet TCP/multicast 

be controlled using message co.nts. In one f 

(platfom, configurable). In one embodiment, PJ^P//.^^^^^^^^^^ "Zo peer aciivLn behind f irewalte). 

,n one ^-^^'^^-^^^'^'^^^^^^^ tite policj. In one embodiment, the invite 

for later usage. Caching may not be required by ^^^^^'^J^^^fZ d scC e^h^il the peer is accessing 
The caching of advertisements by a peer may help ^;°'lP„"^°,^';\X^^ necessary. In a static env,mn- 

40 a network resource. In a highly transient environment, perfomiing the discovery may oe 

ment, caching may be more efficient. ounoort trusted discovery peers. In one embodiment, the 

[0210] m one embodiment, the peer-to-peer platform ""^V ^^^^"^f ^™ platfom, may allow creden- 

may provide "smart above" routing. discovery request until the minimum allowable 

[0211] in one embodiment, a peerpreferably does not '"J'^'^/ "T^^^ discoveries may be similar to the 

Interval between discoveries is ^^^'^'^^'^V ^^'''^''f °? ""J'^ 
mechanism required by internet nodes to l^it the rate a wh«^^^^^ 

The maximum rate may be defined by each ^P^^^^J ^^^^^^^^^^ to one Lbodiment. A message 

[0212] Figure a r'egion on the network. Th« list is 

or messages may be used to get all Known, reacna ^ 
preferably not guaranteed to be exhaustive, and may ''^^^^^Pj^.^^^^'/J^^^^^ peerthat may identify 
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endpoint addresses which may be converted to a string in the standard peer endpoint format (e.g. URI or URL) and 
also may include a network transport name. It is preferably not guaranteed that a response to a query request will be 
made. Preferably, the peer discovery protocol does not require a reliable transport. Multiple discovery query requests 
may be sent. None, one or multiple responses may be received. 

[0213] In one embodiment, a discovery query message may be used to send a discovery request to find advertise- 
ments (e.g. for peers or peer groups). The discovery query may be sent as a query string (attribute, value) fonm. A null 
query string may be sent to match any results. A threshold value may be included to Indicate the maximum number of 
matches requested by a peer. The following is an example of one embodiment of a discovery query message in XML, 
and is not intended to be limiting: 

<?xinl vcrsion="l .0" cncoding="UTF-8"?> 
<DiscoveTyQucfy> 

<Credeatial> Credential </Credei]lia> 

<QiieryId> query id</QuefyId> 

<Type> request type (e.g. PEER, GROUP, PIPE, SERVICE, CONTENT) </T^e> 
<Threshold> requested number of responses </rhrcshold> 
<PeerAdv> peer advertisement of requestor </PeerAdv> 
<Attr> attribute <^Attr> 
<Vahie> value <;/Valuo 
</DiscoveiyQueiy> 

[0214] Embodiments of a discovery query message may include, but are not limited to, the following fields: 

• Credential: The credential of the sender 

• Querytd: Query identifier 

• Type: specifies which advertisements are returned 

• Threshold: requested number of responses 

• PeerAdv: peer advertisement of requestor 

• Attn specifies the query attribute 

• Value: specifies the query value 

[0215] In one embodiment, the value tag is only present if the Attr tag field is present. Both the Attr and Value tag 
may be omitted. 

[0216] In one embodiment, a discovery response message may be used to send a discovery response message to 
answer a discovery query message. The following is an example of one embodiment of a discovery response message 
in XML, and is not intended to be limiting: 
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<?xinl vcrsiou-"l.O" encodinr "^JTF-*"^ 
<DiscovcryRespoiise> 

<Crcdentia> Credential </Credeiitial> 

<QueryId> query id</QueryId> 

<rype> request type (e.g. PEER, GROUP, PIPE, SERVICE. CONTENT) <aVpe> 
<Atti> Attribute </Attr> 
<ValuO value </Value> 
<Responses> 

(peer, peer group, pipe, service cm: content advertisement response) 
</Responses> 

< -> 

<Re5ponses> 

(peer, peer group, pipe, service or content advertisement response) 

</Respomes> 
</DiscoveryResponsc> 

102171 Embodiments of a discovery response message may include, but are not limited to. the following fields: 

• Credential: The credential of the sender 

• Queryld: Query identifier 

• Type: specifies which advertisements are returned 

• Attr: specifies the query attribute 

: Z'on^ '^eZZt rponses. The advertisement may be a peer, peer group, pipe, content or sen,^ 

advertisement. 

102181 in one embodiment, the value tag is on^ present . the Attr tag field present. Both the Attr and Value tag 

may be omitted. advertisement document is embedded into another XML document, the XML 

Eenrs^arro"^ 

becomes %K becomes 'igt;' and becomes "aamp'. 

Reverse discovery 

Z Choose to don, <.a»v«, W oWr « » ""I" aoooymouo. 



to or 
Invitations 



for example when pining a peer-to-peer network. For ^''^'^P^' ^ nLonfioured to know about to advertise Its 
presence and •""■^''^^'T'^^riM''^ an inv«aIlon fto.. a peer m« ha«. a oapaWliW » add or 
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be among the preconfigured peers that the peer knows about. In one embodiment, a peer may have a "notify" or 
"invitation" interface to allow a user to initiate invitations. In one embodiment, the peer-to-peer platform may provide 
import and export capabilities for Invitations. In one embodiment, the invitations may be Implemented as documents 
external to the peer-to-peer system that hiay be exported from one peer and imported into another peer. In one em- 
5 bodtment, the invitations may be in a fomnat that enables the exporting and importing. In one embodiment, the invitations 
may be in XML fonnat. In one embodiment, an interface may be provided to allow the manual entering of invitation 
infomnation. Importing the invitation may create a peer-to-peer platform document that may then be used by the peer. 
The format of exported documents may depend on the platform on which the peer is implemented. 

10 Peer Resolver Protocoi 

[0222] In one embodiment, the peer-to-peer platform may include a peer resolver protocol that may allow a peer to 
send preferably simple, generic search queries to one or more peer services. In one embodiment, only those peers 
that have access to data repositories and that offer advanced search capabilities typically implement this protocoi. 

15 Each sen/ice may register a handler in the peer group resolver service to process resolver query requests. Resolver 
queries may be demultiplexed to each service. Each service may respond to a peer via a resolver response message. 
It is important to point the differences between the peer discovery protocol and the peer resolver protocol. The peer 
discovery protocoi is used to search for advertisements to bootstrap a peer, and discover new network resources. The 
peer resolver protocol is a generic service that services query protocols. The peer resolver protocol may be used by 

20 a service on a peer to interact with a service on another peer 

[0223] The peer resolver protocol may enable each peer to send and receive generic queries to find or search for 
peer, peer group, pipe or service specific information such as the state of a service or the state of a pipe endpoint. 
Preferably, each resolver query has a unique service handler name to specify the receiving service, and a query string 
to be resolved by the service. The peer resolver protocol preferably provides a generic mechanism for peers to send 

25 queries and receive responses. The peer resolver protocol preferably removes the burden for registered message 
handlers by each service and set message tags to ensure uniqueness of tags. The peer resolver protocol preferably 
ensures that messages are sent to correct addresses and peer groups. The peer resolver protocol preferably performs 
authentication and verification of credentials and the dropping of rogue messages. Preferably, there is no guarantee 
that a response to a resolver query request will be made. Preferably, a peer Is not required to respond to a resolver 

30 query request. Preferably, a reliable transport is not required by the peer resolver protocol. In one embodiment, multiple 
resolver query messages may be sent. None, one or multiple responses may be received. 

[0224] In one embodiment, propagating a query to the next set of peers may be delegated to the peer rendezvous 
protocol. The rendezvous service may be responsible for determining the set of peers that may receive a message 
being propagated, but may not re-propagate an incoming propagated message. The decision of propagating a message 
35 one step further may be left to the service handling the message. The peer rendezvous protocol's policy may be that 
if the query handier does not instruct the peer rendezvous protocol to discard the query, and if the local peer is a 
rendezvous, then the query is re-propagated (within the limits of loop and time-to-live rules that may be enforced by 
the rendezvous service). In addition, if instructed by the query handler an Identical query may be Issued with the local 
peer as the originator. 

40 [0225] Figure 1 6 illustrates one embodiment of using peer resolver protocol messages between a requesting peer 
200A and a responding peer 200B. In one embodiment, a resolver query message 236 may be used to send (unicast) 
a resolver query request to a service on another member 200B of a peer group. In one embodiment, the resolver query 
may be sent as a query string to a specific service handler Preferably, each query has a unique identifier. The query 
string may be any string that may be interpreted by the targeted service handler A resolver response message 238 

45 may be sent (unicast) to the requesting peer 200A by the service handler. The following is an example of one embod- 
iment of a resolver query message in XML, and is not intended to be limiting: 

<?xml version=»"l,0" encoding="UTF-8"?> 
<ResolverQuery> 

<Crcdentia> Credential </Credential> 
<HandIerNanie> name of handler </HandlerNaine> 
<QueryId> incremental query Id </QueryId> 
<Query> query string <Query> 
<yResolverQuery> 
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102261 Embodiments of a resolver query message may include, but are not limited to, the following fields: 

• Credential: The credential of the sender 

• Queryld: Query identifier 

• Handler Name: service the query needs to be passed 

• Query: query string 

<?xml version="1.0" cncodlngr"UTF.8"?> 
<ResolverResponse> 

<Crcdeiitial> Credential </Credential> 
<HandlerName> name of handler </Handl€rName> 
<QueryId> query Id </Queryld> 
<Response> response </Response> 
</ResolverResponse> 

10228] Embodiments of a reso.ver response message may Include, but are not limited to. the following f.elds: 

25 • Credential: The credential of the sender 

• Queryld: Query Id (long as a String) 

. HandlerName: service the query needs to be passed 

• Response: response String 

30 Peer information Protocol 

pMom, ™, lnd.« a paer inlom.nor pro.ocl '"^T'JT.'^^ZZ ^ peer m„ also w 

K'^r^sretmbod.^^^ 

200A and a responding peer 2008. In ^^^^^^^^ addLs that is peer 

peer 200A may be sent a ping message 240. The P'"9 a,30 include a group membership 

200B's "main" endpoint returned dunng <^'«'=°^«'y';°7'^XP'^J'' ^^^^^^ i^ipicnt 200B. The 

and thus currently responding to messages. -properties" exported by a peer. A 

^ona amTolao, of a ping m.saaga in XML, and I. not Wand«l to ». Mng: 
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<?xml versioii="l-0" encoding«"UTF-8"?> 
<Ping> 

<Crcdcntial> Credential </Credentia> 

5 

<SourcePid> Source Peer Id </SourcePid> 
<TargetPld> Target Peer Id ^TargctPid^ 
<Option> type of ping requested</Optio]i> 

10 </Ping> 

[0234] In one ennbodiment, a peer infornnation response nnessage nnay be used to send a response message in 
response to a ping message. The following is an example of one embodiment of a peer information response message 
15 in XML, and is not intended to be limiting: 

<?xml version="l .0" encodmg=«"UTF-8"?> 
<PeerTnfo> 

<Credentia> Credential </Credential> 
<SourcePid> Source Peer Id </SourcePid> 
<TargetPid> Target Peer Id </TargetPid> 
. <Uplime> uptimc<Ajptime> 
<TiineStainp> timestamp </TimeStamp> 
<PecrAdv> Peer Advertisement </PecrAdv> 
<;/PeerInfo> 

30 

Peer Membership Protocol 

[0235] In one embodiment, the peer-to-peer platfomn may include a peer membership protocol that may allow a peer 
to join or leave peer groups, and to manage membership configurations, rights and responsibilities. This protocol may 
35 allow a peer to obtain group membership requirements (such as an understanding of the necessary credential for a 
successful application to join the group), to apply for membership and receive a membership credential along with a 
full group advertisement, to update an existing membership or application credential, and to cancel a membership or 
an application credential. In one embodiment, authenticators and/or security credentials may be used to provide the 
desired level of protection. 

40 [0236] In one embodiment, the process of joining a peer group may include obtaining a credential that is used to 
become a group member. In one embodiment, the process of joining a peer group may include obtaining a "form" listing 
the set of requirements asked of all group members. In one embodiment, this fomi may be a structured document (e. 
g. a peer group advertisement) that lists the peer group membership service. 

[0237] In one embodiment, the peer membership protocol may define messages including, but not limited to, an 
45 apply message, a join message, an acknowledgement (ACK) message, a renew message, and a cancel message. A 
peer membership protocol apply message may be sent by a potential new group member to the group membership 
application authenticator. The authenticator's endpoint is preferably listed in the peer group advertisement of every 
member. In one embodiment, a successful response from the group's authenticator may include an application cre- 
dential and a group advertisement that preferably lists, at a minimum, the group's membership service. In one embod- 
50 iment, the apply message may include, but is not limited to, the current credential of the candidate group member and 
the peer endpoint for the peer group membership authentfcator to respond to with an acknowledgement (ACK) mes- 
sage. 

[0238] The following is an example of one embodiment of a peer membership protocol apply message in XML, and 
is not intended to be limiting: 
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<r/xinl vcrsion^-l.O*' encoclingr"UTF-8"7> 

<MembershipApply> 

<CrcdeiitiaI> Credential of requestor </Credentia> 
<SourccPid> Source pipe identifier <SoiircePid> 



<Authenticator> Authenticator pipe advertisement </Authenticator> 
10 </MembershipApply> 



not intended to be limiting: 

<?xinl version=^1.0" cncoding-"UTF-8"?> 
25 <McmbershipJoin> 

<Credential> Credential of requestor </Credential> 
<SourccPid> Source pipe identifier </SciircePi(> 
<£Membersship> membership pipe advertisement <fl4cmbershq)> 
30 <ldentity> identity</ldentily> 

<MembcrshipJoin> 



35 



40 



[0241, A peer membership protoco, ACK message is an — ^^^^^^^^^^^ 

apply operations. A peer membership protocol ACK '^.^^^^^^^^^^^^l'^ aroun'fme peT's applying, or full mem- 
indicate whether or nor the peer was granted applicaton rights ^^JJ^ J^^^; 97^^;^^"^^^^^^^ also be sent in 
bership to the peer group if peer is attempting to ,om. In one ^-"f ^^^^^^^^ include a credential 

response to peer membership protocol renew messages^^^^^^^^^ 

(an application or membership credential allocated to the P^^'^yJ'^ ^^^^ ^^^^^^^^^ configurations. In one 

kiso include a more complete peer S^P,^'^;^'^^^"^!"*^^^^^^^ n^embership or application 

-rs^i-o^n^r^Smt^rp^^^^^^^ 

S:S%t'lw:g'™ be.hip protocol acKmessageln XML. andis 



45 not intended to be linniting: 
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<?xml version««l.O" encoding="UTF-8"?> 
<MembcrshipAdo 



<SourcePid> Source pipe identifier </SourcePid> 
<Membersship> membership pipe advertisement <yMembership> 
<PeerGroupAdv> peer group advertisement </PcerGroupAdv> 
<PecrGroupCredcntia> credential granted </PecrGroupCrcdential> 
<^embershipAck> 
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[0243] A peer membership protocol renew message may be sent by a peer to renew its credential (membership or 
application) access to the peer group. An ACK (acknowledgement) message may be returned with a new credential 
and lease if tne new is accepted. The renew message may include, but is not limited to, a credential (a membership 
or application credential of the peer) and the peer endpoint to which an ACK response message may be sent. 
[0244] The following Is an example of one embodiment of a peer membership protocol renew message In XML, and 
is not intended to be limiting: 

<?xml version="l.O" encodingr^*UTF-8"?> 
<McmbershipRenew> 

<Credentia> Credential </Credentia> 

<SourcePid> Source pipe identifier </SourcePid> 

<Meflibersship> membership pipe advertisement <'Memberslup> 
</MembershipReaew> 

[0245] A peer membership protocol cancel message may be sent by a peer to cancel the peer's membership or 
application rights in a peer group. The message may include, but is not limited to, a credential (a membership or 
application credential of the peer) and the peer endpoint to send an ACK message. In one embodiment, an ACK to a 
cancel may include a response status indicating the cancel was accepted. 

[0246] The following is an example of one embodiment of a peer membership protocol cancel message in XML, and 
is not intended to be limiting: 

<7xml versioii="I.O" cncoding==**UTF-y7> 
<MembershipCanccl> 

<Credeatial> Credential <yCredential> 

<SourcePid> Source pipe identifier </SourcePid> 

<Memba:sship> membership pipe adveitisemeat <yMembership> 
</MembershipCanccU> 

Pipe Binding Protocol 

[0247] In one embodiment, the peer-lo-peer platfonm may include a pipe binding protocol that may allow a peer to 
find the physical location of a pipe endpoint and to bind a pipe advertisement to the pipe endpoint, thus indicating 
where messages actually go over the pipe. A pipe is conceptually a virtual channel between two pipe endpoints (input 
and output pipes) and may serve as a virtual link between two or more peer software components (e.g. services or 
applications). 

[0248] A pipe may be viewed as an abstract, named message queue that supports a number of abstract operations 
such as create, open, close, delete, send, and receive. The pipe virtual link (pathway) may be layered upon any number 
of physical network transport links such as TCP/IP. Each end of the pipe may work to maintain the virtual link and to 
reestablish it, if necessary, by binding endpoints or finding the pipe's currently bound endpoints. 
[0249] Actual pipe implementations may differ, but peer-to -peer platfonn-compliant Implementations preferably use 
the pipe binding protocol to bind pipes to pipe endpoints. In one embodiment, during the abstract create operation, a 
local peer binds a pipe endpoint to a pipe transport. In another embodiment, bind may occur during the open operation. 
Unbind occurs during the close operation. In one embodiment, each peer that "opens" a group pipe may make an 
endpoint available (binds) to the pipe's transport. Messages are preferably only sent to one or more endpoints bound 
to the pipe. Peer members that have not opened the pipe preferably do not receive or send any messages on that 
pipe. In one embodiment, when some peer software wants to accept incoming pipe messages, the receive operation 
may remove a single message in the order it was received, not In the order it was sent. In one embodiment, a peek 
operation may be used as a mechanism to see if any message(s) has arrived in the pipe's queue. 
[0250] In one embodiment, the pipe binding protocol may define messages including, but not limited to, a query 
message and a response message. In one embodiment, a pipe binding protocol query message may be sent by a 
peer pipe endpoint to find a pipe endpoint bound to the same pipe advertisement. The following is an example of one 
embodiment of a pipe binding protocol query message in XML, and is not intended to be limiting: 
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<?xml veTsion="l.O" encoding«''UTF-8''?> 
<PipeBindingQucry> 

<Credcntia> queiy credential <aedcntial> 

<Pcer> optional tag. If present, it may include the peer identifier of the only peer that should 
answOT the request 

</Pcer> 

<CachedP^ trae if the reply can come from a cadie </Cached> 
<Pipel(^ pipe identifier to be resoWed </PipeId;> 
</PipeBindingQuery> 

f0251l in one embodiment, the requestor may askthat the infomiation notbe obtained from acache. This is to obtain 

T::TX<^T:.:Z^^^^^ c,ue^ Messages .ay be sent. None, one or multiple responses 

Tone" embodiment, a pipe binding protocol response message may be sent to the requesting Peer by «ach 
Sound "the P^^^^^^^^ response to a query message. The foi.owing is an exampie o. one embodiment o. a p.pe 
binding protocol response message in XIVIL, and is not intended to be limiting: 

<?xnil vetsion="1.0" encodiiig«"UTF-8"?> 
<PipcBiii<lingAiisvfer> 

<Credcntial> credential <Credentia> 

■^ipeld?- pipe id resolved </PipeM> 

<Peer> peer URI wiiere a corresponding InputPipe lias been created </Peer> 
<Found> true: the InputPipe does exist on tlie speciBed peer (ACK) 

false: the InputPipe does not exist on &e specified peer (NACK) 

</Found> 
•<^peBiiidingAiuwet> 

Pnd point Routing Protocol 

ro2531 in one embodiment, the peer-to-peer platfomi may include an endpoint routing protocol. The endpoint routing 
protocol ma; be use^iy peers to'send messages to router peers ^questing available routes for sending message(s) 

r02t5'lterTpeer platfom, network is typically an ad hoc, multi-hops, and adaptive network natureXonnec- 
S the netLork'mly be transient, and message routing may be nondetem,intetic. "^f^"^^^^^^^^^ 
an7<^^anoeZ^,^^P^rs may appear and leave frequently. Two communicating peers may not '^^^^^^^^^^^ 
to each XerCcommunicS peers may need to use router peers to route messages depending on the network 

Lo^^ov^o ■ irmole The two peers may be on different network transports, or the peers may be separated by a 

fSora^A^Xor^^^^^^^ 

Sra fLwa^^l Buia peer outside the firewall cannot establish a connection directly with a peer "ehmd the firewall 
?02551 ^rendpoim protocol may define a set of request/que^, messages that Is processed by a routing 

Se to htiD a Srol messages to its destination. When a peer is asked to send a message to a given pee 
.nrif aSdrei TmlJtok^nTte focal cache to detem,ine if it has a cached route to this peer. If the peer does not 
endpoint addre^ l^^^^Zi^Z^r query message to available peer routers requesting route infomiation. A peer 

, ryre^ars^a^^rn"^^^^^^^ 

Peer routers provide the low-level infrastructures to route a message between two peers in the "etwortc Any 
Sero^ree'stapCoup may elect themselves to become peer routersforotherpee.^ 
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ability to cache route information, as well as bridging different physical (different transport) or logical (firewall and NAT) 
networks. A peer may dynamically find a router peer via a qualified discovery search. A peer may find out if a peer it 
has discovered is a peer router via the peer advertisement properties tag. 

[0257] When a peer router receives a route query, if it knows the destination (a route to the destination), it may answer 
the query by returning the route information as an enumeration of hops. The message may be sent to the first router 
and that router may use the route information to route the message to the destination peer. The route may be ordered 
from the next hop to the final destination peer. At any point the routing information may be obsoleted, requiring the 
current router to find a new route. 

[0258] The peer endpoint may add extra routing information to the messages sent by a peer. When a message goes 
through a peer, the endpoint of that peer may leave its trace on the message. The trace may be used for loop detection 
and to discard recurrent messages. The trace may also be used to record new route infonnation by peer routers. 
[0259] In one embodiment, the endpoint routing protocol may provide the last resort routing for a peer. More intelligent 
routing may be implemented by more sophisticated routing services in place of the core routing service. High-level 
routing services may manage and optimize routes more efficiently than the core service. In one embodiment, the hooks 
necessary for user defined routing services to manipulate and update the route table information (route advertisements) 
used by the peer router may be provided by the endpoint routing protocol. Thus, preferably complex route analysis 
and discovery may be performed above the core by high-level routing servkies, and those routing services may provide 
intelligent hints to the peer router to route messages. 

[0260] Router peers may cache route information. Router peers may respond to queries with available route infor- 
mation. Route Information may include a list of gateways along the route. In one embodiment, any peer may become 
a router peer by implementing the endpoint routing protocol. The following is an example of one embodiment of route 
infomiation in XML, and is not intended to be limiting: 

<?xinl version'='*1.0" encoding="UTF-8"?> 
<£ndpointRDuter> 

<Credeiitxa> credential <;/Credentia> 



<SrO peer identifier of the source <VSrc> 
<Deso peer identifier of the desnnation <^est> 
<TTL> time to live </TTL> 
<Gateway> ordered sequence of gateway <Gateway> 

<Gateway> ordered sequence of gateway <Gatevvay> 
<yEndpointRouter> 

[0261 ] The time-to-live parameter specifies how long this route is valid. The creator of the route can decide how long 
this route will be valid. The gateways may be defined as an ordered sequence of peer identifiers that define the route 
from the source peer to the destination peer. The sequence may not be complete, but preferably at least the first 
gateway Is present. The first gateway is sufficient to initially route the messages. The remaining gateway sequence is 
preferably optional. 

[0262] The endpoint routing protocol may provide messages including, but not limited to, a route request message 
and a route answer message from the router peer. In one embodiment, a peer may send a route request message to 
a router peer to request route infomiation. Route infonnation may be cached or not cached. In some cases, the route 
query request message may indicate to bypass the cache content and thus to search dynamically for a route. Preferably, 
it is not guaranteed that a route response will be received after a query is sent. The following is an example of one 
embodiment of a route query request message in XML, and is not intended to be limiting: 
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<?xnil version=" 1 .0" encoding='*UTF^"?> 
<EnclpointRoutei<3uery> 

<Cred«ntial> credential </Credentia> 
^ <DcsP' peer identifier of the destination <Dcsl> 

<Cached> true: If Ac reply can be a cached reply 

false: if the reply must not come from a cache 

<Cached> 
<'EndpointRouterQueiy> 

to be limiting: 

<?xml version-"!. 0" encoding=^*UTF-8'7> 
20 <EndpointRouterAnswet> 

<Credential> ciedemial </Credeiitial> 
<Dcst> peer id of the destination </Dest> 

<RoutingPeer> Peer identifier of the router that knows a ix^ute to DestPeer </RoutingPeei> 
25 <RoutingPeerAdv> Advertisement of the routing peer <yRoutingPeerAdv> 

<Gateway> ordered sequence of gateways </Gateway> 
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<Gateway> ordered sequence of gateways <^Gatcway> 
</EndpointRouterAnswer> 
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peer groups, content, services and other information in a '*y"^°J°P°'°9y °* go potentially with 

and peer groups can come and go, in one 

Hmrted or no control and notification devk=es such as pagers and 

Address Translation) routers, to connect to other P^f re. „^^,.^yv is able to help in routing and discovering. 

~irSss^= 

the nature of the application and/or peer group) '^^^ ^^^^j^^^^^ Sr' have a fallback mechanism if an 
102661 in one embodiment, in order to ^'^-'^^^J^^^^'^^^^^ 

application cannot ordoesnotsupportoneormo^omet^^^^ as advertisements, pipes, and peer 

and router mechanism for discovering peers and other core ^''™°"° ;"^ , ,g„ rotocols as possible, 

groups-ThediscoveryandroutingmechanlsmofthepeeMo-peer^J^^^^^ 
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anism may be provided sot^^^^^^^^^^^ 

example, by passing information to the core ^bc W a n^echanism with its own custom mechanism, 

service may be allowed to override the core ''^'^^^^^^^Z^^;^^^^ ^ased on web crawling. Web crawling 
102671 in one embodiment, the core <^^^°^-2^^^^^ll TsTee"^ pee'n'two^^ In one embodiment, peers may 

rnC^ator^otT^^^^^^^^ 
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the level of involvement in the process In one embodiment, a peer may decide whether to participate in a discovery or 
routing task depending on the peer's configuration in the peer-to-peer network. In one embodiment, the configuration 
may be detennined using an automated detection of the position of the peer on the network and a network configuration 
wizard tool. 

[0268] Web crawling may not create bottlenecks such as may be created by the mechanism of a client knowing a 
server and always going to the same server to find and retrieve infomriation (e.g. DNS, NFS etc.). Even If a server is 
replicated, like DNS, it is still a centralized server. If all the known instances of the server are not reachable, a client 
may lose access to the server, even if another (but unknown) server is, indeed, available. In a point-to-point network, 
the information a peer is looking for is generally "close by" or may eventually be "close by", so web crawling may not 
go too far. 

[0269] Figure 18 illustrates several core components and how they Interact for discovery and routing according to 
one embodiment. Application 300 may use discovery 308 to find peers, peer groups advertisements, and other entities 
on the peer-to-peer network, and may also publish pipe, peer, peer group, service, and other advertisements for access 
by other peers, applications and services on the peer-to-peer network. In one embodiment the endpoint 310 may be 
responsible for exchanging messages between peers that are directly "connected" to each other (i.e. the peers can 
reach' each other without any routing and/or discovering). When available, multicast may be used to discover peers 
that the endpoint can reach (multicast is a mechanism which has been introduceo in IP in order to optimize this kind 
of process). In addition to that, or when multicast is not available, A rendezvous and invitation mechanism may also 
be provided. The rendezvous and invitation method may be used, for example, if multicast is not available. For example, 
HTTP does not provide multicast capabilities. 

[0270] The endpoint router 312 may manage a cache of routes, for example routes to remote peers. In one embod- 
iment, the endpoint router 31 2 may be configured from caching no routes to caching ail routes it is aware of, depending 
on what the configuration wizard has decided with user control. The endpoint router 312 may also forward (route) 
messages depending on what is found in the cache, and what has been configured. For instance, the endpoint router 
312 may be configured to route search (propagate) requests or to not route the requests. 

[0271] In one embodiment, the generic resolver 308 is a protocol that implements a sort of RFC (query/response) 
protocol on top of the endpoint 310. Discovery 306 and pipe resoiver 304 may use the generic resoiver. In one em- 
bodiment, discovery 306 may be responsible for searching, caching and generating core advertisements (e.g. peer, 
peer group, and pipe advertisements). Discovery 306 may use the generic resoiver 308 to send query messages and 
to receive answers. In one embodiment, discovery 306 may be aware of rendezvous peers and may have an invitation 
mechanism that may be used to assist the generic resoiver 308. In one embodiment, the pipe resoiver 304 nnay be 
responsible for localizing the receiving end of a pipe 302 given a pipe advertisement. In one embodiment, the pipe 
resoiver 304 does not search for a pipe advertisement. In one embodiment, the pipe resoiver 304 may be configured 
to manage a cache of the locations of the receiving ends (i.e. receiving peers) of the pipe 302. 
[0272] The pipe protocol may use the endpoint 31 0 for transferring messages (with the potential help of the endpoint 
router 312) between the sending end of the pipe 302, and the receiving end of the pipe 302. In one embodiment, a 
pipe 302 may be viewed as an endpoint 310 that has not been bound to a particular peer. In one embodiment, a pipe 
302 may be moved seamlessly from one peerto another. In one embodiment, a pipe 302 may also provides uniqueness 
that may not be provided by an endpoint 310 since a pipe identifier is unique in time and space, and an endpoint 310, 
being a network address, may not be. 

[0273] A discovery and router mechanism based on web crawling may be time-expensive, and higher level protocols 
(such as applications) may have information that the core is not aware of that may help in the web crawling process. 
In one embodiment, to enable applications to participate in the process, components of the core mechanism may 
provide hooks that enable the applications to assist in the process (e.g. by providing infonnation). Some transport 
protocols such as HTTP may be configured for and/or dynamically learn about web rendezvous peers it can use. An 
application may be provided access to the list of rendezvous peers. In one embodiment, an application may be allowed 
to set/unset routes in an endpoint router 312. Each route may be qualified to route or not route propagate messages 
such as web crawling messages and/ or unicast messages. The endpoint router 312 may be viewed as a route cache 
manager, which is may be controlled by an endpoint 310 and/or other entities that may need to control it. In one 
embodiment, an endpoint router 312 may be able to discover unknown routes from applications. In one embodiment, 
discovery 308 may be configured (statically and/or dynamically) to control the nature and the amount of data that it 
manages. In one embodiment, discovery 308 may be taught where to go search, or where not to go search. In one 
embodiment, discovery 308 may make an "upcall" to a search/retrieve mechanism. In one embodiment, a pipe resoiver 
304 may manage a cache of input pipes (receiving ends). In one embodiment, pipe resoiver 304 may be accessed by 
applications. to set/unset entries in the cache. 
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every time a peer goes away or moves. Thus, the routing method provided by the router peers is preferably dynamic 
to support the dynamic topology. When a peer moves and reconnects, the peer is recognized as the same peer that 
was previously connected elsewhere in the network. This process may use the unique ID of the peer to indicate that 
the peer is the same one that was previously connected elsewhere. In one example, when a peer moves, it may go 

5 through a discovery process to discover peers and rendezvous peers in its new local subnet or region. If the peer 
wishes to join a peer group that it used at its previous location, it may then attempt to discover other peers that have 
knowledge of the peer group or other peers in the peer group. The message may be passed through several router 
peers until it may reach a router peer that has knowledge about the peer group (e.g. a route to the peer group) to return 
to the requesting peer. For example, a user with a laptop may fly from a home office to another city. When the user 

10 connects to the network in the other city, a route may be established, through the services provided by router peers, 
to the home office network peer group. The user may then access email and other services provided by the peer group. 
From the users standpoint, this process may seem automatic. For example, the user may not be required to "dial in" 
or connect remotely to an ISP to access the office as is required in typical networks using static addressing. 
[0283] In one embodiment, when a peer becomes a router peer, it may access a stored route table as a starting 

IS point. In one embodiment, the peer may start from scratch with an empty route table. In one embodiment, the peer, 
when it becomes a router peer, may initiate a discovery of other router peers and/or rendezvous peers to get as much 
connectivity information to key peers in the network as possible. 

[0284] In one embodiment, every peer may have knowledge of at least one router peer. In one embodiment, there 
may be a "universal router" that many or all peers may be aware of that may be accessed when a peer cannot find 
20 anyone. The universal router may be able to put the peer into contact with somebody (e.g. another peer) to help in the 
bootstrapping process. 

Security 

25 [0285] The security requirements of a P2P system are very similar to any other computer system. The three dominant 
requirements are confidentiality, integrity, and availability. These translate into specific functionality requirements that 
include authentication, access control, audit, encryption, secure communication, and non-repuoiation. Such require- 
ments are usually satisfied with a suitable security model or architecture, which is commonly expressed in terms of 
subjects, objects, and actions that subjects can perfomn on objects. For example, UNIX has a simple security model. 

30 Users are subjects. Files are objects. Whether a subject can read, write, or execute an object depends on whether the 
subject has permission as expressed by the permissions mode specified for the object. However, at lower levels within 
the system, the security model is expressed with integers, in terms of UID, GIO, and the permission mode. Here, the 
low-level system mechanisms do not (need to) understand the concept of a user and do not (need to) be involved in 
how a user is authenticated and what UID and GID they are assigned. 

35 [0286] In one embodiment, the peer-to-peer platform protocols may be compatible with widely accepted transport 
layer security mechanisms for message-based architectures such as Secure Sockets Layer (SSL) and Internet Protocol 
Security (IPSec). However, secure transport protocols such as SSL and IPSec only provide the integrity and confiden- 
tiality of message transfer between two communicating peers. In order to provide secure transfer in multi-hops network, 
• a trust association may be established among all the intennediary peers. Security is compromised if anyone of the 

40 communication links is not secured. 

[0287] The peer-to-peer platform security model may be implemented to provide a P2P web of trust. The web of 
trust may be used to exchange public keys among its members. Each peer group policy may penmit some members 
to be trusted to the extent that they have the authority to sign public keys for other members as well as to do things 
like authenticate, add new members, and remove or revoke membership. 

45 [0288] Embodiments may implement security classes for the RSA public key exchange, the RC4 byte stream cipher, 
and the SHA-1 hash algorithm, among others. These classes may enable privacy by the means of a P2P TLS imple- 
mentation; integrity with signed hashes; non-repudiation using the web of trust; and MACs for data authenticity. Com- 
binations of these classes may form security suites, and the peer-to-peer platform provides the mechanism to add new 
customized suites as required. 

50 [0289] In some embodiments, for peer group authentication a separate Pluggable Authentication Module (PAM) may 
be provided. Embodiments may provide anonymous or guest login, and login with user name and password. A login 
session may be in clear or cipher-text as per the peer group security policy. 

[0290] The security module may be available to the core level, and thus services, applications and advanced servrces 
and applications may plug in their own security components and protocols. For example, the web of trust may be 
55 defined by a policy that requires authorized peer group members to be well-known certificate authorities, and that peers 
exchange X509v3 CA signed certificates. 

[0291] Given that the peer-to-peer platfomi is defined around the concepts of peers and peer groups, one embodi- 
ment may include a security architecture in which peer IDs and group IDs are treated as low-level subjects (just like 
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• A simple password-based login scheme that like other authentication modules, can be plugged into the PAM 

framework. 

• A simple access control mechanism based on peer groups, where a member of a group is automatically granted 
access to all data offered by another member for sharing, whereas non-members cannot access such data. 

5 • A transport security mechanism that is modeled after SSL/TLS, with the exception that it is impossible to perform 
a handshake, a crypto strength negotiation, or a two-way authentication on a single pipe, as a pipe is unidirectional. 

• The demonstration services called lnstantP2P and CMS (content management service) also make use of additional 
security features provided by the underlying Java platform. 

10 [0300] In one embodiment, peers, configurations, peer groups, and pipes form the backbone of the peer-to-peer 
platform. Security in some embodiments of the peer-to-peer platfonn may use credentials and authenticators (code 
(e.g. computer-executable instructions) that may be used to receive messages that either request a new credential or 
request that an existing credential be validated). A credential is a token that when presented in a message body is 
used to identify a sender and can be used to verify that sender's right to send the message to the specified endpoint 

15 and other associated capabilities of the sender. The credential is an opaque token that must be presented each time 
a message is sent. The sending address placed in the message envelope may be crosschecked with the sender's 
identity in the credential. In one embodiment, each credential's implementation may be specified as a plug-in config- 
uration, which allows multiple authentication configurations to co-exist on the same network. 

[0301] Preferably, all messages include, at a minimum, a peer group credential that identifies the sender of the 
20 message as a full member peer in the peer group in good standing. Membership credentials may be used that define 
a member's rights, privileges, and role within the peer group. Content access and sharing credentials may also be 
used that define a member's rights to the content stored within the group. 

[0302] In one embodiment, the peer-to-peer platform may provide different levels of security. In one embodiment, 
APIs may be provided to access well known security mechanisms such as RCA. In one embodiment, the peer-to-peer 

25 platform may provide a distributed security mechanism in a peer-to-peer environment. In one embodiment, this dis- 
tributed security may not depend on certificates administered by a central authority. The distributed security mechanism 
may allow a peer group "web of trust" to be generated. In the distributed security mechanism, peers may serve as 
certificate authorities (security peers). Each peer group may include one or more peers that may serve as a certificate 
authority in the group. In one embodiment, the creator of a peer group may become the default security authority in 

30 the group. In one embodiment, if there is more than one creator, the creator peers may choose one of the peers to be 
the security authority in the group. In one embodiment, the peer or peers tnat create a peer group may define the 
security methods that are to be used within the group (anywhere from no security to high levels of security). In one 
embodiment, more than one peer in a peer group may serve as a security peer. Since peers are not guaranteed to be 
up at all times, having multiple security peers in a peer group may help insure that at least one security peer is available 

35 at all times. In one embodiment, the peer group's certificate peer may verify keys to provide a weak level of trust In 
one embodiment, peer-to-peer platfomn advertisements may include information to describe the security mechanism 
(s) to be used in a peer group. For example, the advertisement may include information to do public key exchange, 
Infonrtation to indicate what algorithms are to be used, etc. The advertisement may also include infomriation that may 
be used to enforce secure information exchange on pipes (e.g. encryption infonnation). 

40 [0303] In one embodiment, peer group security may establish a "social contracr. The role of security is distributed 
across peer groups, and across members of peer groups, that all agree to participate by the rules. A peer group may 
establish the set of rules by which security in the group is enforced. A peer may join the peer group with a low level of 
security clearance (low trust). If the peer stays In the group and behaves (follows the rules), the peer may build up Its 
level of trust within the group, and may eventually be moved up in its security level. Within peer groups operating under 

45 a social contract, certificates and/or public keys may be exchanged without the participation of a strict certificate au- 
thority; i.e. the members may exchange certificates based upon their trust in each other. In one embodiment, a peer 
group may use an outside challenge (e.g. a secret group password) that may be encrypted/decrypted with public/ 
private keys, as a method to protect and verify messages within the group. In one embodiment, peer groups may be 
configured to use other types of security, including a high level of security, for example using a strict certificate authority.. 

50 and even no security. In one embodiment, peer-to-peer platform messages exchanged within a group may have a 
"placeholder" for security credentials. This placeholder may be used for different types of credentials, depending upon 
the security implementation of the particular group. In one embodiment, all peer-to-peer messages within the group 
may be required to have the embedded credential. One embodiment may support private secure pipes. 

55 Peer-to-peer platform Firewalls and Security 

[0304] The peer-to-peer platform may provide one or more methods for traversing firewalls. Figure 20 illustrates 
traversing a firewall 248 in a virtual private network when access is Initiated from outside only according to one em- 
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A pergroup 210 rriay be established that extends across the firewall 248 into regions 212A, 212B and 21 2C. One or 
40 more peers 200 in each region 212 may be members of the peer group 210 _„.„.i„^„, p..rreaion212A 

^ D««re onn in rpaion 21 2A mav then app y for membership in peer group 200. 
so S'VTgle 26 illu rTtefa :;rd oTpr^^^^^ peer g^up membership through a P-to-peer p,a«om^^^^^^^ 
50 [03121 Mgure mubuc ^ 212B are shown outside of a firewall 248, and peer 

sen^ice a jording t^^^^^ The tv^^ pee glp regions 212 outside the firewall 248 each include a proxy 

tho proxy so^oo ^^''"^^^'^'^'^^^"ZJ. mo proxy oorvioo 270. Me,„be.>l.ip inlorn,alio„ (.9. 

zs7Z:z^^-srs:i::.\r>^ o,»ron.«> .n „ ^ p.ox, ....^oo 2™ 
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outside the firewall 248. In one embodiment, a proxy service 270 may be a member peer of all locally registered peer 
groups 200. 

[0313] Several levels of authentication may be provided in one or more embodiments of the peer-to-peer platfomn. 
Anonymous login may be provided in one embodiment. In one embodiment, a plain text login (user or user and pass- 

5 word) may be provided. In one embodiment, login with privacy may be provided. In this embodiment, public key ex- 
change may be used and/or a symmetric master key. The login process preferably returns a credential to the joining 
peer so that the peer may bypass the login process until the credential expires. One embodiment may provide a public 
key chain that may be used by registered users to eliminate public key exchanges and thus provides un authenticated 
access. On embodiment may provide secure public key exchange with signed certificates. 

10 [0314] Figures 27A and 27B illustrate a method of providing privacy in the peer-to-peer platform according to one 
embodiment. Figure 27A shows a peer region 21 2 with peers 200A and 200B and a peer-to-peer platform proxy servtee 
270. Peers 200A and 200B may fetch and cache public keys from a public key chain 280 of the proxy service 270. The 
cached public keys preferably have expiration dates. Peers 200A and/or 2008 may compute a master secret key for 
one or more of the public keys. Using the keys, cipher text may be exchanged between peers 200A and 200B in privacy 

15 as illustrated in Figure 27B. 

[0315] The peer-to-peer platform may Include one or more methods for providing data integrity in the peer-to-peer 
environment. These methods may be used to insure that what is sent is what is received. One embodiment may use 
a standard hash on data (e.g. Secure Hash Algorithm (SHA-1 ) as defined by the Secure Hash Standard of the Federal 
Infomnation Processing Standards Publication 180-1 ). A weak form and/or a strong form may be used in embodiments. 

20 In one embodiment, the weak form may use a public key ring and symmetric master to sign data. This method may 
work best between two peers each having he other's public key. In one embodiment, the strong fomn may use a sym- 
metric key algorithm such as RSA (Rivest-Shamir-Adleman) and certificate authorities. In one embodiment, the peer- 
to-peer platform may provide a proxy public certificate authority service. The authority service may create, sign and 
distribute certificates (e.g. X509 certificates) for all peers on a public key chain. The proxy service's public key is 

25 preferably resident on each proxied peer. Other embodiments may utilize other integrity methods. 

[0316] Figures 28A and 288 illustrate one embodiment of a method for using a peer-to-peer platfomn proxy service 
as a cenificate authority. Figure 28A illustrates a peer region 212 with several peers 200 and a proxy service 270. The 
proxy service 270 may distribute signed certificates in response to peer requests as required. The peers 200 may 
validate the proxy service 270 signature using a proxy service public key. As illustrated in Figure 288, when exchanging 

30 content with other peers 200, a peer 200 may sign the content with the destination peer's public key and distribute the 
' cipher text. 

Bootstrapping mechanism 

35 [0317] In the absence of an application, the peer-to-peer platform preferably provides a mechanism that may be 
used to discover basic core abstractions (e.g. peer, peer groups, advertisements, pipes). This bask: mechanism is 
needed for bootstrapping a system, and so may be referred to as a bootstrapping mechanism. For example, if a user 
just downloaded a binary image that enables a device to become a peer In a peer-to-peer network that implements 
the peer-to-peer platform, the bootstrapping mechanism may be used to discover core abstractions since the "fresh" 

40 system may not have knowledge of or access to higher-level services. 

[0318] The tasks of searching, discovering, and/or routing in a peer-to-peer network may be complicated. There are 
many different types of content, and there may not be a generic to best accomplish those tasks for all types of content. 
Therefore, letting an application or higher-level service perform these high-level search may be preferable, while pro- 
viding simple, small, mechanisms for bootstrapping peer-to-peer platform-enabled applications. 

45 [0319] The policies and/or protocols used by the core in order to achieve this bootstrapping are preferably as simple 
as possible and preferably may be impfemented and used on a wide variety of platforms (e.g. PDAs, pagers, smart 
appliances, laptops, workstations, clusters of servers, etc.) and in a variety of network topologies. For example, some 
peers may not use TCP/IP, and some may not be connected to the Internet. The bootstrapping mechanism may be 
used as a fallback mechanism when nothing else is useable (e.g. in case of a failure of higher lever services). The 

50 bootstrapping mechanism is preferably highly configurable. In one embodiment, configuration "wizards" may be used 
for automatic configuration of the bootstrapping mechanism. 

[0320] in one embodiment, other services (e.g. higher-level services and/or optional services) and applications may 
take over control of the bootstrapping mechanism. In one embodiment, the core protocols may provide an API or APIs 
to allow the service and/or application to dynamically teach and/or reconfigure the core policies. In one embodiment, 
55 a service or application may dynamically overioad (i.e. replace) the core policies. For example, this may be done when 
the design of the application is so dependant on a specific algorithm that it cannot handle the default core policies. 
[0321] Providing the bootstrapping mechanism in the peer-to-peer platform may help to allow the peer-to-peer plat- 
form to be used straight "out of the box", and/or to be easily configured and installed, for use with a peer-to-peer 
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platform-enabled application. 
Peer Monitoring and Metering 

^tion orntLl where a Deer can query another peer for data such as up time and amount of data handled. Secunty 
:Z:r^^^tTZ:Z:JJe.n,. .n o'ne embodiment, a peer -V c--^^^^^^^^ — ^ 
it receives. In one embodiment, a peer may decide to not answer quenes from suspect sources. 

20 Peer-to- Peer Platfomn shell application 

r03251 one embodiment of the peer-to-peer platform may include a shell application as a development environment 

" an interpreter in the shell may operate in a loop: « accepts a cornmand. interp^ts me 

commani exiutes the command, and then waits for another command. The shell may d.splay a prompt to noUfy 

ZT\"o.::Zl^^^^^ Of the peer-to-peer platfom,, one or more of the sheH 

Snmanis mav not be buTin per se. The commands may be Java language programs and are dvnam.cally loaded 
and rrted7.he sJoll flework when the corresponding commands are typed in. Therefore, add.ng a new shell 

IZ:Z:::::^X: sTJ:':^^^^ <^n^^^^ .disconnect and reconn^t Pipes between commands, as .n 
tlie following example: 
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xxxx> cat >p1 myfile 
45 xxxx> grep <p1 abed 

xxxx> grep <p1 efgh 
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r03291 in the above example, the first command "cat >p1 myfile" cats myfile into the output pipe p1 . The second 
'o^Zn!^ ^ 2 nnects pip'e p1 to grep. input pipe and searches for the s^ng ^^^^^^^^^^^ — ^ 
^nnertcDi redirects it to the new grep command's input pipe and searches for the stnng efgh. 
ST In onfeSimlt^t^^^^^^^^^ platform shell supports piping in both directions. A special operator such 

^^^X - ma^usTSfo cSi crossing pipes between two commands. For example, with the fol.ow.ng command 
?mdTo cmd2MheoutputpipeoftheLcommandisconne^^^ 

aTd at me s^e time the o^p'u t pipe of the second command is connected to the standard mput p.pe of the f.rst 
command Of course, this operator has to be used carefully to avoid infinite data loops. 

maaTr in one eribodiment applications other than peer-to-peer platform applications may be run from the shell. Fo^ 
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adaptors to allow the execution of external programs with appropriate security safeguards. An adapter may essentially 
map data and connect applications for remote launches. Some examples might be: 

• UNIX® stdio to peer-to-peer platform stdio adapter — such an adaptor may enable piping of peer-to-peer platfomn 
commands to UNIX® commands on UNIX® platforms, 

• Peer-to-peer platform stream to a media player adapter — such an adaptor may be platform- and application- 
specific, but may handle any necessary real-time data conversion between a peer-to-peer platform pipe and the 
format required by the player. These need not be unidirectional. For example, one might adapt the output of a 
video capture application to become a peer-to-peer platform stream. 

• HTML to peer-to-peer platform stdio — such an adaptor may be used to post and get infonrjation to/from Web 
pages to allow peer-to-peer platform peers to interact with existing Web sites. For example, a peer-to-peer platform 
command can launch a search for titles and prices on Amazon and pipe the results to other peer-to-peer platform 
services. 

Conclusion 

[0332] Various aspects of the present invention are summarized in the following numbered clauses 1-116: 

1 . A peer computing system comprising: 

a plurality of peer nodes operable to couple to a network; 

wherein the plurality of peer nodes are configured to implement a peer-to-peer environment on the network 
according to a peer-to-peer platform comprising: 

a core layer comprising one or more peer-to-peer platfomri protocols for enabling the plurality of peer nodes 
to discover each other, communicate with each other, and cooperate with each other to form peer groups and 
share content in the peer-to-peer environment; 

a service layer comprising one or more core services each provided by one or more of the plurality of peer 
nodes in the peer-to-peer environment, wherein at least a subset of the core services are operable to be used 
by the plurality of peer nodes in fonning and participating in the peer groups, and wherein each of the one or 
more core sen/Ices are configured to be accessed by the plurality of peer nodes in accordance with at least 
one of the one or more peer-to-peer platform protocols; and 

an application layer comprising one or more applications each provided by one or more of the plurality of peer 
nodes in the peer-to-peer environment, wherein each of the one or more applications are configured to be 
accessed in accordance with at least one of the one or more peer-to-peer platform protocols, and wherein at 
least a subset of the one or more applications are each configured to access at least one of the one or more 
core services to perfonn application tasks in the peer-to-peer environment In accordance with at least one of 
the one or more peer-to-peer platfomn protocols. 

2. The peer computing system as recited in clause 1 , wherein the sen/ice layer further comprises one or more 
other services that are not core services in the peer-to-peer environment. 

3. The peer computing system as recited in clause 1. wherein each of the one or more peer-to-peer platfomri 
protocols defines one or more advertisement formats for describing and publishing advertisements for resources 
in the peer-to-peer environment. 

4. The peer computing system as recited in clauses, wherein the resources include one or more of the peer nodes, 
the peer groups, the content, the core services, other services in the service layer, the applications, pipes, and 
pipe endpoints, wherein the pipes are communications channels between one or more of the peer nodes, the core 
services, the other services and the applications in the peer-to-peer environment, and wherein the pipe endpoints 
are networi< interfaces on the peer nodes that are configured to be bound to the pipes to establish the communi- 
cations channels. 

5. The peer computing system as recited in clause 1 , wherein at least a subset of the one or more peer-to-peer 
platform protocols defines one or more message formats configured for use in exchanging messages between the 
peer nodes in accordance with the particular protocol. 

6. The peer computing system as recited in clause 1 , wherein the one or more peer-to-peer platform protocols 
includes one or more of: 

a peer discovery protocol for discovering resources in the peer-to-peer environment; 
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a nppr mpmhershiD Drotocol for use by the peer nodes in applying for membership in the peer groups; 

:s::;re:^erprc^^^^^^^^^^ 

TpTerTnformation protocol tor enabling the peer nodes to obtain information about capabilities and status of 

Xrein ^c" re communications channels between one or more of the peer nodes^ the core s^r^ces and 
The aoolications in the peer-to-peer environment, and wherein the pipe endpo.nts are network .nlertaces on 
he Sfn^des tha are Lnfigured to be bound to the pipes to estabr«h the communicafons channels 
an endpoint^^^^^ protocol for enabling the peer nodes to request peer routing Informat.on to reach the other 

Tprr^nL^lsprotocolfor enabling peer nodestopropagatequenr messages to 

ment fomiat ^ therein the one or more peer-to-peer platfomn protocols 

peer-to-peer environment, and wherein the pipe endpo.nts are network interfaces on the peer nodes 
confiqured to be bound to the pipes to establish the communications channels. protocols 
5? Soee? computing system as recited in clause 16, wherein the one or more peer-to-peer platfomi protooote 

the peer-to-peer environment. 
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19. The peer computing system as recited in clause 1 8, wherein the one or more peer-to-peer platfonn protocols 
define a service advertisement fonnat configured for use in advertising the core services and the other services 
provided by the peer nodes in the peer-to-peer environment, wherein said discovering the core services and the 
other services returns one or more service advertisements formatted in accordance with the service advertisement 
format. 

20. The peer computing system as recited In clause 1 , wherein the one or more peer-to-peer platfonn protocols 
includes a peer membership protocol for use by the peer nodes in applying for membership in one or more of the 
peer groups. 

21 . The peer computing system as recited in clause 1 , wherein the one or more peer-to-peer platfonn protocols 
include a peer resoiver protocol for use in sending generic search queries from one peer node to one or more 
other peer nodes in the peer-to-peer environment. 

22. The peer computing system as recited in clause 21 , wherein the search queries are sent to one or more services 
configured to perfonn searches as specified by the search queries and to generate responses to the search queries, 
wherein the one or more services are each hosted by one of the one or more other peer nodes. 

23. The peer computing system as recited in clause 22.. wherein each of the one or more services is configured 
to find one or more of peer, peer group, content, service, application, pipe, and pipe endpoint information in ac- 
cordance with each particular search query received by the particular service handler, wherein the pipes are com- 
munications channels between one or more of the peer nodes, the core services, other services in the service 
layer, and the applications in the peer-to-peer environment, and wherein the pipe endpoints are network interfaces 
on the peer nodes that are configured to be bound to the pipes to establish the communications channels. 

24. The peer computing system as recited in clause 1 , wherein the one or more peer-to-peer platfonn protocols 
include a pipe binding protocol for use in finding the physical location of a pipe endpoint and in binding to the pipe 
endpoint, wherein pipes are communications channels between one or more of the peer nodes, the core services, 
other services in the service layer, and the applications in the peer-to-peer environment, and wherein the pipe 
endpoints are network interfaces on the peer nodes that are configured to be bound to the pipes to establish the 
communications channels. 

25. The peer computing system as recited in clause 1 , wherein the one or more peer-to-peer platfonn protocols 
include an endpoint routing protocol for enabling the peer nodes to request peer routing information to reach other 
peer nodes. 

26. The peer computing system as recited in clause 25, wherein, in said requesting peer routing infonnation, the 
peer nodes are configured to use the endpoint routing protocol to send route query request messages fonnatted 
In accordance with the endpoint routing protocol to one or more router peers to request the peer routing information. 

27. The peer computing system as recited in clause 26, wherein each of the router peers Is configured to cache 
route infomriation for one or more routes In the peer-to-peer environment, and wherein each of the router peers is 
further configured to return route information for a particular route specified by a particular route query request 
message if the route information for the particular route is cached by the particular router peer. 

28. The peer computing system as recited in clause 27, wherein each of the router peers is further configured to 
forward the route query request message to other router peers if the route infonnation for the particular route is 
not cached by the particular router peer. 

29. The peer computing system as recited in clause 1 , wherein the one or more peer-to-peer platfonn protocols 
includes a peer information protocol for enabling the peer nodes to obtain infomnation about capabilities and status 
of other peer nodes In the peer-to-peer environment. 

30. The peer computing system as recited in clause 1 , wherein each peer group is a collection of cooperating 
member peer nodes that provides a common set of services to the member peer nodes in the peer-to-peer envi- 
ronment. 

31 . The peer computing system as recited in clause 30, wherein the common set of services on at least a subset 
of the peer groups includes one or more of a discovery service, a membership service, an access service, a pipe 
service, a resoiver service and a monitoring service, wherein pipes are communications channels between one 
or more of the peer nodes, the core services, other services in the service layer, and the applications in the peer- 
to-peer environment. 

32. The peer computing system as recited in clause 30, wherein the peer-to-peer platform protocols include a 
discovery protocol, wherein the common set of services on at least a subset of the peer groups includes a discovery 
service for use by member peer nodes in said peer group to discover advertised resources including peer nodes 
and peer groups in the peer computing system in accordance with the discovery protocol. 

33. The peer computing system as recited in clause 30, wherein the peer-to-peer platform protocols include a 
membership protocol, wherein the common set of services on at least a subset of the peer groups includes a 
membership service for use by member peer nodes in said peer group to reject or accept group membership 
applications in accordance with the membership protocol. 
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34. The peer computing system as recited in clause 30. wherein the common set of services includes one or more 
fLTJf ''ol«Zr.r uL in distinguishing each peer node from the other peer nodes in the peer-to-peer env,- 



identifier configured for use in distinguishing each peer 
ronment. 

36. A peer node comprising 



one or more network interfaces for coupling to a network; 

a memon^ comprising program instructions, wherein the program instructions are executable with.n the peer 
node to implement, according to a peer-to-peer platfomi: 

acore layer comprising one or more peer-to-peer platfomi protocols forenabling the peer node to discover 
other peer nodes, communicate with the other peer nodes, and cooperate with the other peer nodes to 
form peer groups and share content in a peer-to-peer environment on the network; 

a ^.Jice layer comprising one or more core services in the peer-to-peer env.ronment, wherein at least a 
Lbs^of the core services are operable to be used by the peer node and the other peernodes.nfom,.ng 

and participating in the peer groups, and wherein each of the one or more core ^^'^^'^^^^^^^ 
to be accessed in accordance with at least one of the one or more peer-to-peer platfom, P^t^^^J 
an application layer comprising one or more applications, wherein each of the one or more apphca ions 
are SSred to be accessed by the peer node and the other peer nodes in accordance w.th at least one 
of the one or more peer-to-peer platfomi protocols, and 

wherein at least a subset of the one or more applications are each configured to access at least °f '^'^ °^ 
Z7Zi services to perform application tasks in the peer-to-peer environment in accordance wrth at least one 
of the one or more peer-to-peer platform protocols. 

37 The peel ITode a^ recited in clause 36, wherein the sen/ice layer further comprises one or more other services 
t'nat arp nnt core services in the peer-to-peer environment. 

38 Th" e noVe aT "ited in clause 3?. wherein the program instructions are further executable to host one or 
morliScesinapeer group in Which thepeer node isamemberpeer,wherein other member peer nodes access 

r Thl™: reredTc^se 3S, Wherein the program instructions are further executable to publish 
advertsements for resources in the peer-to-peer environment using one or more advert^ement l^^^ ^f-^^ 
ITtne peer-to-peer platfomi protocols, wherein the resources include one or more of the P^^r nodes the peer 
qCs content thecore sendees, other services in the sem^^ 

where n the p pes are communications channels between one or more of the peer nodes, the core se-ceMhe 
othe 're^ices and the applications in the peer-to-peer environment, and wherein the p.pe endpo.nts are n^ort. 
interfacesonthepeernodesthatareconfiguredto^^ 

STe peer n^e as rectted in clause 36. wherein the program instructions are further executable to send me^ 
t^ces to and receive messages from the other peer nodes in the peer-to-peer environment us.ng one or more 
message fonnats each defined by one of the one or more peer-to-peer platform protocols. 
Tl . The pee7node as recited in clause 36, wherein the one or more peer-to-peer platfom, protocols includes one 



or more of: 



a peer discovery protocol for use by the peer node in discovering resources in the peer-to-peer ^nwonment^ 
wf ereinTe resources include one or more of the peer nodes, the peer groups, content, services, p.pes and 

J peeTmemb'eiship protocol for use by the peer node in applying for membership in the Peer groups; 

a peer resolver protocol for use In sending search queries from the peer node to other peer nodes ,n the peer- 

Tp^r^oll^sZ'iroio.oi for enabling the peer node to obtain information about capabilities and status of 

? pipS^g S°o1ocol for use by the peer node in finding the physical location of pipe endpoints and binding 
the pipe endpoints, wherein pipes are communications channels between one or more of the P«e^ "ojesjhe 
coreservicesandtheapplicationsinthepeer-to-peerenvironment,andwhereinthep.peendpo.ntsarenefi^^^^^ 

interfaces on the peer nodes that are configured to be bound to the pipes to establish the communKiat.ons 

tSSnt routing protocol for enabling the peer node to request peer routing information to reach one or 
more of the other peer nodes in the peer-to-peer environment; and 
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a peer rendezvous protocol for enabling peer nodes to propagate query nnessages to a next set of peer nodes. 

42. The peer node as recited in clause 36, wherein the one or more peer-to-peer platform protocols includes a 
discovery protocol, wherein the program instructions are further executable to discover resources in the peer-to- 
peer environment in accordance with the discovery protocol, wherein, in said discovering the resources, the pro- 
gram instructions are further executable to receive one or more advertisements for the discovered resources for- 
matted in accordance with the discovery protocol. 

43. The peer node as recited in clause 42, wherein the resources include one or more of the peer nodes, the peer 
groups, the content, the core services, other sen/ices in the service layer, the applications, pipes^ and pipe end- 
points, wherein the pipes are communications channels between one or more of the peer nodes, the core services, 
the other services and the applications in the peer-to-peer environment, and wherein the pipe endpoints are network 
interfaces on the peer nodes that areconfigured to be bound to the pipes to establish the communications channels. 

44. The peer node as recited in clause 36, wherein the one or more peer-to-peer platform protocols includes a 
peer membership protocol, wherein the program instructions are further executable to apply for membership in 
one or more of the peer groups in accordance with the peer membership protocol. 

45. The peer node as recited in clause 36, wherein the one or more peer-lo-peer platform protocols includes a 
peer resolver protocol, wherein the program instructions are further executable to send generic search queries to 
one or more of the other peer nodes in accordance with the peer resolver protocol. 

46. The peer node as recited in clause 36, wherein the one or more peer-to-peer platform protocols include a pipe 
binding protocol, wherein pipes are communications channels between one or more of the peer nodeS: the core 
services, other services in the service layer, and the applications in the peer-to-peer environment, and wherein 
the pipe endpoints are network interfaces on the peer nodes that areconfigured to be bound to the pipes to establish 
the communications channels, and wherein the program instructions are further executable to: 

find the physical location of a pipe endpoint in accordance with the pipe binding protocol; and 
bind to the pipe endpoint in accordance with the pipe binding protocol. 

47. The peer node as recited in clause 36, wherein the one or more peer-to-peer platform protocols include an 
endpoint routing protocol, wherein the program instructions are further executable to request peer routing infor- 
mation to the other peer nodes in the peer-to-peer environment in accordance with the endpoint routing protocol. 

48. The peer node as recited in clause 36, wherein the one or more peer-to-peer platform protocols includes a 
peer infomiation protocol, wherein the program instructions are further executable to obtain information about 
capabilities and status of the other peer nodes in the peer-to-peer environment in accordance with the peer infor- 
mation protocol. 

49. The peer node as recited in clause 36, wherein the peer node is a member peer node in a peer group, wherein 
the peer group is a collection of cooperating member peer nodes that provides a common set of services to the 
member peer nodes. 

50. The peer node as recited in clause 49, wherein the peer-to-peer platfomi protocols include a discovery protocol, 
wherein the common set of services provided by the peer group includes a discovery service, wherein the program 
instructions are further executable to discover advertised resources including the other peer nodes and the peer, 
groups in the peer-to-peer environment using the discovery service in accordance with the discovery protocol. 

51. The peer node as recited in clause 49, wherein the peer-to-peer platform protocols include a membership 
protocol, wherein the common set of services includes a membership service, wherein the program instructions 
are further executable to reject or accept group membership applications using the membership service In accord- 
ance with the membership protocol. 

52. The peer node as recited in clause 36, wherein the peer node Includes a unique identifier configured to distin- 
guish the peer node from the other peer nodes in the peer-to-peer environment 

53. A peer node comprising: 

one or more network interfaces for coupling to a network; 

a memory comprising program instructions, wherein the program instructions are executable within the peer 
node to discover and access an instance of a service on one of a plurality of peer nodes, 

wherein the one of the plurality of peer nodes is local to a network location of the peer node on the network, 
wherein the plurality of peer nodes each host an instance of the same service, and wherein said discovering and 
accessing the instance of the service are performed in accordance with one or more peer-to-peer platform proto- 
cols; 

wherein the peer node is configured to move from the network location to a different networic location; 
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».*..p™.,.— ^^^^^^^^ 

ferent instance of the service on a different one of the P'"3 °' ^ . discovering and accessing the 
plurality of peer nodes is loca, to t^^^jj"--^ 

different '^'^^'^-'l^'^^^Z^c^Z^^^ ^ ""'^"^ °' "°1f ' 

^ie^^rretdSTdX^^^^^ 

=;etr=^= 

Tnd to route infomiation to the peer node at the different network location. 
55 A peer computing system comprising: 

at least a subset of t^e plurality of peer nodes that each host an instance of a sew.ce, 

„h»«th»u™,»i».«in9uSh=s.h,«.r=«0..«*ep«iW.lp~rnod»i™m« 

peer nodes at the different network location. 
56. A peer node comprising: 

So^To rcover and Access an instance of a service on one of one or more peer nodes, 
Wherein the one of the one or more peer nodes . ^ ^ ^^^^^^^^ :i::hTe;:s1rdlsrve";^^^^^^^ 

Wherein the peer node is configured to r.ove from the network location to a different network location; 
wheL the program instructions are further executable within the peer node to. 

discover and access the same instance of the sen^ice on the one of the one or more peer nodes, 
wherein said discovering and accessing the same instance of the sen^ice are perf om«d in accordance with 
the one or more peer-to-peer platform protocols; 

;n;:r.rzrrprr:s;re^r-^^^^^ 

service to the peer node at the different network location. 
57 A peer computing system comprising: 

ZtL a subset of the plurality of peer nodes that each include an instance of a content; 
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wherein each of the plurality of peer nodes is configured to: 

discover and access an instance of the content on one of the at least a subset of the plurality of peer nodes, 
wherein the one of the at least a subset of the plurality of peer nodes is local to a network location of the 
particular peer node on the network, wherein said discovering and accessing the instance of the content is 
perfomned In accordance with the one or more peer-to-peer platform protocols; 
move from the network location to a different network location; 

discover and access a different instance of the content on a different one of the at least a subset of the plurality 
of peer nodes, wherein the one of the at least a subset of the plurality of peer nodes is local to the different 
network location, wherein said discovering and accessing the different instance of the content are performed 
in accordance with the one or more peer-to-peer platfomi protocols. 

58. A peer node comprising: 

one or more network interfaces for coupling to a network; 

a memory comprising program instructions, wherein the program instructions are executable within the peer 
node to discover and access an instance of a content on one of a plurality of peer nodes, 

wherein the one of the plurality of peer nodes is local to a network location of the peer node on the network, wherein 
the plurality of peer nodes each host an instance of the same content, and wherein said discovering and accessing 
the instance of the service are performed in accordance with one or more peer-to-peer platfomn protocols; 

wherein the peer node is configured to move from the network location to a different network location; 

wherein the program instructions are further executable within the peer node to discover and access a dif- 
ferent instance of the content on a different one of the plurality of peer nodes, wherein the different one of the 
plurality of peer nodes is local to the different network location, and wherein said discovering and accessing the 
different instance of the content are perfomned in accordance with the one or more peer-to-peer platform protocols. 

59. A peer computing system comprising: 

a plurality of peer nodes operable to couple to a network; 

means for the peer nodes to discover each other, communicate with each other, and cooperate with each 
other to form peer groups and share content in a peer-to-peer environment on the network; 
means for the peer nodes to provide, discover and access one or more services in the peer-to-peer environ- 
ment, wherein at least a subset of the services are core services operable to be used by the plurality of peer 
nodes in forming and participating in the peer groups; and 

means for the peer nodes to provide, discover and access one or more applications in the peer-to-peer envi- 
ronment; and 

means for at least a subset of the one or more applications to discover and access at least one of the one or 
more services to perfomi application tasks in the peer-to-peer environment. 

60. The peer computing system as recited in clause 59, further comprising means for the one or more services to 
discover and access each other in the peer-to-peer environment. 

61. The peer computing system as recited in clause 59, further comprising means for describing and publishing 
resources in the peer-to-peer environment, wherein the resources Include one or more of the peer nodes, the peer 
groups, the content, the services, the applications, pipes, and pipe endpoints, wherein the pipes are communica- 
tions channels between one or more of the peer nodes, the services and the applications in the peer-to-peer 
environment, and wherein the pipe endpoints are network interfaces on the peer nodes that are configured to be 
bound to the pipes to establish the communications channels. 

62. The peer computing system as recited in clause 59, further comprising means for providing communications 
channels for the peer nodes, the services and the applications to exchange Infonnatlon in the peer-to-peer envi- 
ronment. 

63. The peer computing system as recited in clause 59, further comprising means for exchanging messages be- 
tween the peer nodes in the peer-to-peer environment. 

64. The peer computing system as recited in clause 59, further comprising means for discovering resources in the 
peer-to-peer environment, wherein the resources include one or more of the peer nodes, the peer groups, the 
content, the services, the applications, pipes and pipe endpoints, wherein the pipes are communications channels 
between one or more of the peer nodes, the services and the applications in the peer-to-peer environment, and 
wherein the pipe endpoints are network interfaces on the peer nodes that are configured to be bound to the pipes 
to establish the communications channels. 
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65 The peercomputing syste,. as recited in c.ause59. furthercomprisiogrnean^ 

Queries from one of the peer r^odes to one or more other of the peer nodes. 

67 The peer computing system as recited in clause 59. further compnsmg: 

.eans for finding communications channel between one or more of the peer nodes, the services and the 
applications in the peer-to-peer environment; and 
means for binding to the communications channels. 

68 The peer computing system as recited i. clause 59, further comprising means for the peer nodes to request 

node from the other peer nodes on the network. 
73. A peer computing system comprising: 

renotrpeeTgriups and host services in a peer-to-peer environment on the network, 
Wherein at least a subset of the plurality of peer nodes each hosts an instance of a particular service; 

of peer noS i locaflo a netSorK tocatlon of the partteular one of the plurality of peer nodes, 
Wherein each of the plurality of peer nodes is operable to move to a different network location; and 

peer nodes. 

iTrticular one of the plurality of peer nodes at the different network location. 
75. A peer computing system comprising: 

otheno Lm peer groups and host services in a peer-to-peer environment on the network. 
Wherein at least a subset of the plurality of peer nodes each hosts an instance of a parttoular semce; 

SX^eiilo^toanetSorkl^^^^^ 
Wherein each of the plurality of peer nodes is operable to move to a deferent network location; 
n,eans for each of the plurality o, peer nodes to access the instance of the servtee provided by the one of the 
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at least a subset of the plurality of peer nodes from the different network location of the particular one of the 
plurality of peer nodes; and 

means for the instance of the service to recognize the particular one of the plurality of peer nodes and to route 
information provided by the service to the particular one of the plurality of peer nodes at the different network 

location. 

76. A peer computing system comprising: 

a plurality of peer nodes operable to couple to a network; 

means for the peer nodes to discover each other, communicate with each other, and cooperate with each 
other to fomn peer groups and to share content; 

wherein at least a subset of the plurality of peer nodes each hosts an instance of a particular content; 

means for each of the plurality of peer nodes to discover and access an instance of a content provided by one 
of the at least a subset of the plurality of peer nodes, wherein the one of the at least a subset of the plurality 
of peer nodes is local to a network location of the particular one of the plurality of peer nodes; 

wherein each of the plurality of peer nodes is operable to move to a different network location; and 

means for each of the plurality of peer nodes to discover and access a different instance of the content provided 
by a different one of the at least a subset of the plurality of peer nodes, wherein the different one of the at least 
a subset of the plurality of peer nodes is local to the different network location of the particular one of the 
plurality of peer nodes. 

77. A method for implementing a peer-to-peer environment on a network, the method comprising: 

a plurality of peer nodes coupled to a network each implementing a core layer of a peer-to-peer platfonn, 
wherein the core layer comprises one or more peer-to-peer platform protocols for enabling the plurality of peer 
nodes to discover each other, communicate with each other, and cooperate with each other to fonn peer groups 
and share content in the peer-to-peer environment; 

the plurality of peer nodes each implementing a service layer comprising one or more core services each 
provided by one or more of the plurality of peer nodes In the peer-to-peer environment, wherein each of the 
one or more core services are configured to be accessed by peer nodes in the peer-to-peer environment in 
accordance with at least a subset of the one or more peer-to-peer platform protocols; 
the plurality of peer nodes each implementing an application layer comprising one or more applications each 
provided by one or more of the plurality of peer nodes in the peer-to-peer environment, wherein each of the 
one or more applications are configured to be accessed in accordance with at least one of the one or more 
peer-to-peer platform protocols, and wherein at least a subset of the one or more applications are each con- 
figured to access at least one of the one or more core services to perform application tasks in the peer-to- 
peer environment in accordance with at least one of the one or more peer-to-peer platform protocols; and 
at least a subset of the plurality of peer nodes accessing at least a subset of the core services in accordance 
with at least one of the one or more peer-to-peer platform protocols to fomri one or more peer groups in the 
peer-to-peer environment. 

73. The method as recited in clause 77, wherein the one or more peer-to-peer platform protocols include a peer 
membership protocol for joining or fomiing a peer group with other peer nodes, wherein the one or more core 
services include a membership service for use by the peer nodes in forming the peer groups and joining the peer 
groups, wherein the membership service is configured to be accessed by the peer nodes in the peer-to-peer 
environment in accordance with the membership protocol, the method further comprising one or more of the plu- 
rality of peer nodes forming a peer group in the peer-to-peer environment using the membership service. 
79. The method as recited in clause 78, further comprising: 

another peer node applying for membership in the peer group using the membership service; 
one or more member peer nodes of the peer group determining if the other peer node is qualified for mem- 
bership in the peer group In response to the application for membership using the membership service; and 
if the member peer nodes detennine that the other peer node is qualified for membership in the peer group, 
the other peer node becoming a member peer node in the peer group. 
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environment, wherein the discovery service is configured to be accessea oy me pe 

TZZ7^.s reCed in Cause 80. wherein the resources include the peer nodes, the method further con,- 

prising: 

one of the plurality of peer nodes broadcasting a peer discovery message In the peer-to-peer environment 

wSTheLo-Jiatlon is configured for use by the one of the plurality of peer nodes ,n establishing a con 
nectlon to the particular peer node; and 

prising: 

one of the plural»y of peer nodes broadcasting a peer group discovery message in the peer-to-peer environ- 
1. Zlg7«To° ZIX .~ « «.e ^ Of pee, no«. in Joining m p»tlcul» ^ jronp; .nd 

rs'^TSfmrhoTlfr^ited in clause 84, wherein the resou«=es include one or more of the peer nodes, the peer 
! th! J«J,ent S core services other services in the service layer, the applications, pipes, and pipe end- 
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membership protocol, the method further comprising one of the plurality of peer nodes applying for membership 
in one or more of the peer groups in accordance with the peer membership protocol. 

90. The method as recited in clause 77, wherein the one or more peer-to-peer platform protocols includes a peer 
resolver protocol, the method further comprising one of the plurality of peer nodes sending one or more generic 
search queries to one or more other peer nodes in the peer-to-peer environment in accordance with the peer 
resolver protocol. 

91 . The method as recited in clause 77, wherein the one or more peer-to-peer platfonm protocols include a pipe 
binding protocol, the method further comprising: 

one of the plurality of peer nodes finding the physical location of a pipe endpoint in accordance with the pipe 
binding protocol; and 

the peer node binding to the pipe endpoint in accordance with the pipe binding protocol; 

wherein pipes are communications channels between one or more of the peer nodes, the core services, 
other services in the service layer, and the applications in the peer-to-peer environment, and wherein the pipe 
endpoints are network Interfaces on the peer nodes that are configured to be bound to the pipes to establish the 

communications channels. 

92. The method as recited in clause 77, wherein the one or more peer-to-peer platfomn protocols include an end- 
point routing protocol, the method further comprising one of the plurality of peer nodes requesting peer routing 
information to other peer nodes in the peer-to-peer environment in accordance with the endpoint routing protocol. 

93. The method as recited in clause 77, wherein the one or more peer-to-peer platfomn protocols include a peer 

information protocol, the method further comprising one of the plurality of peer nodes obtaining information about 
capabilities and status of one or more other peer nodes in the peer-to-peer environment in accordance with the 
peer information protocol. 

94. The method as recited in clause 77, wherein each peer group is a collection of cooperating member peer 
nodes, further comprising each peer group providing a common set of services to the member peer nodes in the 

peer-to-peer environment. 

95. The method as recited in clause 94, wherein the one or more peer-to-peer platform protocols include a discovery 
protocol, wherein the common set of services includes a discovery service, wherein the discovery service is ac- 
cessible in accordance with the discovery protocol, the method further comprising one of the member peer nodes 
In one of the peer groups discovering advertised resources in the peer-to-peer environment using the discovery 
service. 

96. The method as recited in clause 94, wherein the one or more peer-to-peer platform protocols include a mem- 
bership protocol, wherein the common set of services includes a membership service, wherein the membership 
service is accessible in accordance with the membership protocol, the method further comprising: 

a peer node not in one of the peer groups applying for membership In the peer group; and 

the member peer nodes of the peer group rejecting or accepting the peer node's group membership application 

using the membership service. 

97. A method comprising: 

a peer node discovering an instance of a service on one of a plurality of peer nodes, wherein the one of the 
plurality of peer nodes is local to a network location of the peer node on a network, wherein the plurality of 
peer nodes each host an instance of the same service; 
the peer node accessing the instance of the service; 

wherein said discovering and said accessing the instance of the service are performed in accordance with one or 
more peer-to-peer platform protocols; 

the peer node moving from the network location to a different network location; 

the peer node discovering a different instance of the service on a different one of the plurality of peer nodes, 
wherein the different one of the plurality of peer nodes is local to the different network location; 
the peer node accessing the different instance of the service; and 

wherein said discovering and accessing the different instance of the service are performed In accordance 
with the one or more peer-to-peer platform protocols, 

98. The method as recited In clause 97. further comprising: 
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the peer node providing a unique identifier for the peer node to the drfferent instance of the sejce. wherein 
Z Z^^^^ distinguishes the peer node from the other peer 

re=ri=:;rerere;s^^^^^ 



99, A method comprising: 



peer nodes each host an instance of the same service, 
the peer node accessing the instance of the service; 

wherein said discovering and said accessing the instance of the semce are performed in accordance with 
one or more peer-to-peer platfomn protocols; 

the peer node accessing the instance of the service; and 
wherein said discovering and accessing the same instance of the service are perfom,ed in accordance with 
the one or more peer-to-peer platform protocols; 

100. A method comprising: 

peer nodes each include an instance of the same content; 
the peer node accessing the Instance of the content; 

wherein said discovering and accessing the instance of the content are perfom,ed in accordance with one 
or more peer-to-peer platform protocols; 

rere:;rd:=ra=tti= 

wherern the different one of the plurality of peer nodes is the different network location, 
the peer node accessing the different instance of the content; 

Wherein said discovering and accessing the different instance of the content are perfomied in accordance 
with the one or more peer-to-peer platfomn protocols. 

T^ Z arttele o^ manufacture comprising software instructions executat,le to .mplement: 
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figured to access at least one of the one or more core services to perform application tasks in the peer-to- 
peer environment in accordance with at least one of the one or more peer-to-peer platform protocols; and 
at least a subset of the plurality of peer nodes accessing at least a subset of the core services in accordance 
with at least one of the one or more peer-to-peer platform protocols to fonn one or more peer groups in the 
peer-to-peer environment. 

102. The article of manufacture as recited in clause 101 , wherein each of the one or more peer-to-peer platform 
protocols defines one or more advertisement formats for describing resources in the peer-to-peer environment, 
and wherein the software instructions are further executable to publish advertisements for the resources in the 
peer-to-peer environment., wherein the resources include one or more of the peer nodes, the peer groups, the 
content, the core services, other services in the service layer, the applications, pipes, and pipe endpoints, wherein 
the pipes are communications channels between one or more of the peer nodes, the core services, the other 
services and the applications in the peer-torpeer environment, and wherein the pipe endpoints are network inter- 
faces on the peer nodes that are configured to be bound to the pipes to establish the communications channels. 

103. The article of manufacture as recited in clause 101 , wherein at least a subset of the one or more peer-to-peer 
platfonn protocols defines one or more message formats configured for use in exchanging messages between the 
peer nodes in the peer-to-peer environment In accordance with the particular protocol. 

1 04. The article of manufacture as recited in clause 1 01 , wherein the one or more peer-to-peer platfomi protocols 
includes a peer discovery protocol for discovering resources in the peer-to-peer environment, wherein said dis- 
covering the resources returns one or more advertisements for the discovered resources fonmatted in accordance 
with the peer discovery protocol. 

105. The article of manufacture as recited in clause 101 , wherein the resources include one or more of the peer 
nodes, the peer groups, the content, the core services, other services in the service layer, the applications, pipes, 
and pipe endpoints, wherein the pipes are communications channels between one or more of the peer nodes, the 
core services, the other services and the applications in the peer-to-peer environment, and wherein the pipe end- 
points are network interfaces on the peer nodes that are configured to be bound to the pipes to establish the 
communications channels. 

1 06. The article of manufacture as recited in clause 1 01 , wherein the one or more peer-to-peer platform protocols 
includes a peer membership protocol for use by the peer nodes In applying for membership in one or more of the 
peer groups. 

107. The article of manufacture as recited in clause 101 , wherein the one or more peer-to-peer platform protocols 
includes a peer resolver protocol for use in sending generic search queries from one peer node to one or more 
other peer nodes in the peer-to-peer environment. 

108. The article of manufacture as recited in clause 1 01 , wherein the one or more peer-to-peer platform protocols 
include a pipe binding protocol for use In finding the physical location of a pipe endpoint and In binding to the pipe 
endpoint. 

109. The article of manufacture as recited in clause 101 , wherein the one or more peer-to-peer platform protocols 
include an endpoint routing protocol for enabling the peer nodes to request peer routing infonmation to reach other 
peer nodes in the peer-to-peer environment, wherein pipes are communications channels between one or more 
of the peer nodes, the core services, other services in the service layer, and the applications in the peer-to-peer 
environment, and wherein the pipe endpoints are network Interfaces on the peer nodes that are configured to be 
bound to the pipes to establish the communications channels. 

1 1 0. The article of manufacture as recited in clause 101 , wherein the one or more peer-to-peer platfomn protocols 
includes a peer information protocol for enabling the peer nodes to obtain infomiatlon about capabilities and status 
of other peer nodes in the peer-to-peer environment. 

111. The article of manufacture as recited In clause 101, wherein each peer group is a collection of cooperating 
member peer nodes that provide a common set of services in the peer-to-peer environment. 

112. The article of manufacture as recited in clause 111, wherein the one or more peer-to-peer platform protocols 
Include a discovery protocol, wherein the common set of services includes a discovery service for use by member 
peer nodes in said peer group to discover advertised resources including the peer nodes and the peer groups in 
the peer-to-peer environment, wherein the discovery service is accessible in accordance with the discovery pro- 
tocol. 

113. The article of manufacture as recited in clause 111, wherein the one or more peer-to-peer platform protocols 
include a membership protocol, wherein the common set of services includes a membership service for use by 
member peer nodes in said peer group to reject or accept group membership applications, wherein the membership 
service is accessible in accordance with the membership protocol. 

114. An article of manufacture comprising software instructions executable within a peer node to implement: 
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peer nodes each host an instance of the same service; 
the peer node accessing the instance of the service; 
Wherein said discovering and said accessing the instance of the se.ice are performed in accordance with 
one or more peer-to-peer platfomi protocols; 

the peer node moving from the network the plurality of peer nodes. 

s-r^rroS^^^ 

the peer node accessing the different instance of the service; and 
Wherein said discoveHng and accessing the different instance of the serv«:e are perfom,ed in acco«lance 
With the one or more peer-to-peer platform protocols; 

1 1 5 An artlCe of manufacture comprising software instructions executable within a peer node to implement: 

peer nodes each host an instance of the same service; 
the peer node accessing the instance of the service; 

Wherein said discovering and said accessing the instance of «,e service are pertom,ed in acco^ance with 
one or more peer-to-peer platfomn protocols; 

peer nodes each include an instance of the same content; 
the peer node accessing the Instance of the content; 

Wherein said discovering and accessing the instance of the content are perfom^ed in accordance with one 
or more peer-to-peer platform protocols; 

Wherein "el^^^^ one of the plurality of peer nodes is the different network location, 
the peer node accessing the different instance of the content; 
Wherein said discovering and accessing the different instance of the content are perfom^ed in accordance 
with the one or more peer-to-peer platfonm protocols. 
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[0333] Various embodiments may further include receiving, sending or storing instnjctions and/or data implemented 
in accordance with the foregoing description upon a carrier medium . Generally speaking, a carrier medium may include 
storage media or memory media such as magnetic or optical media, e.g., disk or CD-ROM, volatile or non-volatile 
media such as RAM (e.g. SDRAM, DDR SDRAM, RDRAM, SRAM, etc.), ROM, etc. as well as transmission media or 
signals such as electrical, electromagnetic, or digital signals, conveyed via a communication medium such as networi< 
and/or a wireless link. 

[0334] Various modifications and changes may be made as would be obvious to a person skilled In the art having 
the benefit of this disclosure. It is intended that the invention embrace all such modifications and changes and, accord- 
ingly, the above description to be regarded in an illustrative rather than a restrictive sense. 

Claims 

1 . A peer computing system comprising: 

a plurality of peer nodes operable to couple to a network; 

wnerein the plurality of peer nodes are configured to implement a peer-to-peer environment on the network 
according to a peer-to-peer platform comprising: 



a core layer comprising one or more peer-to-peer platfomi protocols for enabling the plurality of peer nodes 
to discover each other, communicate with each other and cooperate with each other to form peer groups and 
share content in the peer-to-peer environment; 

a service layer comprising one or more core services each provided by one or more of the plurality of peer 
25 nodes In the peer-to-peer environment, wherein at least a subset of the core services are operable to be used 

by the plurality of peer nodes in forming and participating in the peer groups, and wherein each of the one or 
more core services are configured to be accessed by the plurality of peer nodes in accordance with at least 
one of the one or more peer-to-peer platfomi protocols; and 

an application layer comprising one or more applications each provided by one or more of the plurality of peer 
30 nodes in the peer-to-peer environment wherein each of the one or more applications are configured to be 

accessed in accordance with at least one of the one or more peer-to-peer platform protocols, and wherein at 
least a subset of the one or more applications are each configured to access at least one of the one or more 
core services to perform application tasks in the peer-to-peer environment in accordance with at least one of 
the one or more peer-to-peer platform protocols. 

35 

2. The peer computing system as recited in claim 1 , wherein each of the one or more peer-to-peer platform protocols 
defines one or more advertisement fomnats for describing and publishing advertisements for resources in the peer- 
to-peer environment, wherein the resources include one or more of the peer nodes, the peer groups, the content, 
the core services, other services in the service layer, the applications, pipes, and pipe endpoints, wherein the pipes 

40 are communications channels between one or more of the peer nodes, the core services, the other services and 

the applications in the peer-to-peer environment, and wherein the pipe endpoints are network interfaces on the 
peer nodes that are configured to be bound to the pipes to establish the communications channels. 

3. The peer computing system as recited in claim 1 , wherein at least a subset of the one or more peer-to-peer platform 
45 protocols defines one or more message formats configured for use in exchanging messages between the peer 

nodes in accordance with the particular protocol. 

4. The peer computing system as recited in claim 1 , wherein the one or more peer-to-peer platform protocols Include 
a discovery protocol for discovering resources in the peer-to-peer environment. 

50 

5. The peer computing system as recited in claim 4, wherein the resources include one or more of the peer nodes, 
the peer groups, the content, the core services, other services in the service layer, the applications, pipes, and 
pipe endpoints, wherein the pipes are communications channels between one or more of the peer nodes, the core 
services, the other services and the applications in the peer-to-peer environment, and wherein the pipe endpoints 

55 are networi< interfaces on the peer nodes that are configured to be bound to the pipes to establish the communi- 

cations channels. 

6. The peer computing system as recited in claim 4, wherein the resources Include the peer nodes, wherein the one 
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35 



one or more peer-to-peer pMorm protocols «™ f "SS«*9 the peer groups retum. on. 

~eiT»r.:«=='=™^ 

M „ .loirr, d R or 7 Wherein the resources include the content, wherein the 
B. The peer computing system asrecited '"^'^J'^/^J 

=rnSe:re:=e:trr.s:= 

tisements fom^atted in accordance with the content advertisement fomiat. 

J R 7or8 wherein the resources include pipes, Wherein the pipes 

9. The peer computing system as recited ,n -^ajm 4^^ J or ^jhenem the applications in 

-I „ 4 « 7 ft or 9 wherein the resources include pipe endpoints, 

10. The peer computing system as reeled n da.m 4 6, 7^ 8 or 9 jheren^ t ^^^^^ ^ 

roi™rrrrrrr::i:'=.r:^^ 
rrnteZ2rr:r.rrrarr.z^r,^^^^^^ 

advertisement format. 

-I- ^i«ir«A « 7 ft QorlO wherein the resources include the core sen/ices 

1 1 . The peer computing system as rectted m da.rn 4, ^J- ^^ ^'l^^'^^^^^^^^, ^.^rein the one or more peer-to- 
and other services provided by the peer nodes m the Pf f^^ Pf/^^^^^^Jg^ i„ advertising the core services 
peer platform protocols define a service --^-^'^f-^";;^^^^^^^^^ said discovering the 

r::r:=~r:t:::;^^^^^^ 

service advertisement format. 



peer groups. 
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. ncvct*»m as recited in Claim 1 4 or 12, wherein the one or more peer-to-peer platform protocols 

s^-,:;™Xte:=-~ernT^^^^^^^ 

on, .,n,«.»,vi=.s.ree.*no.teOO,oneolth.on.o,mo,eotherpe«no<le.^ 

„.T.epeeroo.p..ngs^te.»r.»e»ln<2^^3.™^^^^^ 

on. or mote ol p«t, p.et group, oonlent. s.ive.. 'ff^'°2;^'^rL^J„ ,„op|p.s ate commonfc.lions 

S!?;rI»nSgut.<t.ob.b«-n.l.o.t..plp-»«M.,.eotnn,t,n,c.«»,.cl,.nn«.. 

^ !- 1 d 12 or 13 wherein the one or more peer-to-peer platform 
15. The peer computing system as recited n claim ^ ' J' j °^ J ^^^^ ^, ^ , endpoint and in binding 

protocols include a pipe binding protocol for use m ^"^"l^ P^J^^ ^'^.e of the peer nodes, the 

to the pipe endpoint, wherein pipes are --7"'=^ andwherein 

rp?eTn:^^~ 



the communications channels. 
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16. The peer computing system as recited in claim 1 , 4, 12, 13, or 15, wherein the one or more peer-to-peer platform 
protocois include an endpoint routing protocol for enabling the peer nodes to request peer routing information to 
reach other peer nodes. 

The peer computing system as recited in claim 16, wherein, in said requesting peer routing infomiation, the peer 
nodes are configured to use the endpoint routing protocol to send route query request messages formatted In 
accordance with the endpoint routing protocol to one or more router peers to request the peer routing information, 
wherein each of the router peers is configured to cache route infomnation for one or more routes in the peer-to- 
peer environment, and wherein each of the router peers is further configured to return route information for a 
particular route specified by a particular route query request message if the route infomnation for the particular 
route is cached by the particular router peer. 

18. The peer computing system as recited in claim 17, wherein each of the router peers is further configured to forward 
the route query request message to other router peers if the route infomnation for the particular route is not cached 

15 by the particular router peer. 

19. The peer computing system as recited in claim 1, 4, 12, 13, 15, or 16, wherein the one or more peer-to-peer 
platfomn protocols includes a peer information protocol for enabling the peer nodes to obtain information about 
capabilities and status of other peer nodes in the peer-to-peer environment. 

20 

20. The peer computing system as recited in claim 1 , 4. 12, 13, 15, 16, or 19, wherein each peer group is a collection 
of cooperating member peer nodes that provides a common set of services to the member peer nodes in the peer- 
to-peer environment, wherein the peer-to-peer platform protocols include a discovery protocol and a membership 
protocol, wherein the common set of services on at least a subset of the peer groups includes a discovery service 

25 for use by member peer nodes in said peer group to discover advertised resources including peer nodes and peer 

groups in the peer computing system in accordance with the discovery protocol wherein the common set of serv- 
ices on at least a subset of the peer groups includes a membership service for use by member peer nodes in said 
peer group to reject or accept group membership applications in accordance with the membership protocol. 

30 21. The peer computing system as recited in claim 1 , wherein each of the plurality of peer nodes includes a unique 
identifier configured for use in distinguishing each peer node from the other peer nodes in the peer-to-peer envi- 
ronment. 

A method for implementing a peer-to-peer environment on a network, the method comprising: 

a plurality of peer nodes coupled to a network each implementing a core layer of a peer-to-peer platfonn, 
wherein the core layer comprises one or more peer-to-peer platform protocols for enabling the plurality of peer 
nodes to discover each other communicate with each other, and cooperate with each otherto fomn peer groups 
and share content in the peer-to-peer environment; 

the plurality of peer nodes each implementing a service layer comprising one or more core services each 
provided by one or more of the plurality of peer nodes in the peer-to-peer environment, wherein each of the 
one or more core services are configured to be accessed by peer nodes in the peer-to-peer environment In 
accordance with at least a subset of the one or more peer-to-peer platform protocols; 
the plurality of peer nodes each implementing an application layer comprising one or more applications each 
provided by one or more of the plurality of peer nodes in the peer-to-peer environment, wherein each of the 
one or more applications are configured to be accessed in accordance with at least one of the one or more 
peer-to-peer platform protocols, and wherein at least a subset of the one or more applications are each con- 
figured to access at least one of the one or more core services to perfonm application tasks in the peer-to- 
peer environment in accordance with at least one of the one or more peer-to-peer platform protocols; and 
at least a subset of the plurality of peer nodes accessing at least a subset of the core services in accordance 
with at least one of the one or more peer-to-peer platfomn protocols to form one or more peer groups in the 
peer-to-peer environment. 

23. The method as recited in claim 22, wherein the one or more peer-to-peer platfonn protocols include a peer mem- 
55 bership protocol for joining or forming a peer group with other peer nodes, wherein the one or more core services 

include a membership service for use by the peer nodes in fonning the peer groups and joining the peer groups, 
wherein the membership service is configured to be accessed by the peer nodes in the peer-to-peer environment 
in accordance with the membership protocol, the method further comprising one or more of the plurality of peer 
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nodes forming a peer group in the peer-to-peer environment using the membership service. 
24. The method as recited in claim 23, further comprising: 

another peer node applying for membership in the peer group using the membership service; 
one or more member peer nodes of the peer group determining if the other peer node is qualified for mem- 
bership in the peer group in response to the application for membership using the membership service; and 
if the member peer nodes determine that the other peer node is qualified for membership in the peer group, 
the other peer node becoming a member peer node in the peer group. 

The method as recited in claim 22 or 23, wherein the one or more peer-to-peer platfomn protocols include a dis- 
covery protocol for discovering resources in the peer-to-peer environment, and wherein the one or more core 
services include a discovery service for use by the peer nodes to discover advertised resources in the in the peer- 
to-peer environment, wherein the discovery service is configured to be accessed by the peer nodes in the peer- 
to-peer environment in accordance with the discovery protocol. 

The method as recited in claim 25, wherein the advertised resources include one or more of the peer nodes, the 
' peer groups the content, the core services, other services in the service layer, the applications, pipes, and pipe 
endpoints wherein the pipes are communications channels between one or more of the peer nodes, the core 
services the other seivices and the applications in the peer-to-peer environment, and wherein the pipe endpointe 
are network interfaces on the peer nodes that are configured to be bound to the pipes to establish the communi- 
cations channels. 

27. The method as recited in claim 25. wherein the resources include the peer nodes, the method further comprising: 

one of the plurality of peer nodes broadcasting a peer discovery message in the peer-to-peer environment 
using the discovery sen/ice; and 

the one of the plurality of peer nodes receiving one or more response messages in response to the peer 
discovery message, wherein the response messages each include information about a particular peer node, 
wherein the information is configured for use by the one of the plurality of peer nodes in establishing a con- 
nection to the particular peer node; and 

wherein the peer discovery message and the one or more response messages are in a format defined by 
the discovery protocol, and wherein said broadcasting a peer discovery message and said receiving one or more 
response messages are performed in accordance with the discovery protocol. 

28. The method as recited in claim 25 or 27. wherein the resources include the peer groups, the method further com- 
prising: 

one of the plurality of peer nodes broadcasting a peer group discoveiy message in the peer-to-peer environ- 
ment using the discovery service; and 

the one of the plurality of peer nodes receiving a peer group response message in response to the peer group 
discovery message from each of one or moro of the peer groups in the peer-to-peer environment, wherein the 
peer group response messages each include infomiation about a particular peer group, wherein the infomia- 
tion Is configured for use by the one of the plurality of peer nodes in joining the particular peer group; and 

wherein the peer group discovery message and the peer group response message are in a format defined 
by the discovery protocol, and wherein said broadcasting a peer group discovery message and said receiving a 
peer group response message are perfomied in accordance with the discovery protocol. 

The method as recited in claim 22, further comprising publishing advertisements for resources in the peer-to-peer 
environment using oneormore advertisementfomiats each definedby oneof theoneormore peer-to-peer platfomi 
protocols wherein the resources include one or more of the peer nodes, the peer groups, the content, the core 
seivices other seivices in the service layer, the applications, pipes, and pipe endpoints, wherein the pipes are 
communications channels beh«een one or more of the peer nodes, the coro seivices, the other services and the 
applications in the peer-to-peer environment, and wherein the pipe endpoints are network interfaces on the peer 
nodes that are configured to be bound to the pipes to establish the communications channels. 
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30. The method as recited in claim 22, further comprising two or more of the plurality of peer nodes exchanging mes- 
sages in the peer-to-peer environment using one or more message fonmats each defined by one of the one or 
more peer-to-peer platform protocols. 

5 31. The method as recited in claim 22 or 23, wherein the one or more peer-to-peer platfomri protocols include a dis- 
covery protocol, the method further comprising a peer node discovering resources in the peer-to-peer environment 
in accordance with the discovery protocol, wherein said discovering the resources comprises the peer node re- 
ceiving one or more advertisements for the discovered resources fonmatted in accordance with the peer discovery 
protocol. 

10 

32. The method as recited in claim 31 , wherein the resources include one or more of the peer nodes, the peer groups, 
the content, the core services, other services In the service layer, the applications, pipes, and pipe endpoints, 
wherein the pipes are communications channels between one or more of the peer nodes, the core services, the 
other services and the applications in the peer-to-peer environment, and wherein the pipe endpoints are network 

15 interfaces on the peer nodes that are configured to be bound to the pipes to establish the communications channels. 

33. The method as recited in claim 22, 23, 25, or 31 , wherein the one or more peer-to-peer platform protocols includes 
a peer membership protocol, the method further comprising one of the plurality of peer nodes applying for mem- 
bership in one or more of the peer groups in accordance with the peer membership protocol. 

20 

34. The method as recited in claim 22, 23, 25, 31, or 33, wherein the one or more peer-to*peer platform protocols 
includes a peer resolver protocol, the method further comprising one of the plurality of peer nodes sending one or 
more generic search queries to one or more other peer nodes in the peer-to-peer environment In accordance with 
the peer resolver protocol. 

25 

35. The method as recited in claim 22, 23, 25, 31 , 33, or 34, wherein the one or more peer-to-peer platform protocols 
include a pipe binding protocol, the method further comprising: 

one of the plurality of peer nodes finding the physical location of a pipe endpoint in accordance with the pipe 
30 binding protocol; and 

the peer node binding to the pipe endpoint in accordance with the pipe binding protocol; 

wherein pipes are communications channels between one or more of the peer nodes, the core services, 
other services in the service layer, and the applications in the peer-to-peer environment, and wherein the pipe 
35 endpoints are network interfaces on the peer nodes that are configured to be bound to the pipes to establish the 

communications channels. 

36. The method as recited in claim 22, 23, 25, 31 , 33, 34, or 35, wherein the one or more peer-to-peer platform protocols 
include an endpoint routing protocol, the method further comprising one of the plurality of peer nodes requesting 

40 peer routing infomnation to other peer nodes in the peer-to-peer environment in accordance with the endpoint 

routing protocol. 

37. The method as recited in claim 22, 23, 25, 31 , 33, 34, 35, or 36, wherein the one or more peer-to-peer piatfomi 
protocols include a peer infomriation protocol, the method further comprising one of the plurality of peer nodes 

45 obtaining infonnation about capabilities and status of one or more other peer nodes in the peer-to-peer environment 

In accordance with the peer information protocol. 

38. The method as recited in claim 22, wherein each peer group is a collection of cooperating member peer nodes, 
further comprising each peer group providing a common set of services to the member peer nodes in the peer-to- 

so peer environment. 
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